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ABSTRACT

Systems analysis procedures arc important for determiningthe proper allocation
of information handling and decision making functions among the men in large man-
machine organizations such as military command and control systems. Research is
required for modeling and analyzing these functions and relating the sensitivities of

these functions to the system criterion.

This report presents the steps of a generalized systems anaiysis procedure for
command and control systems. The steps are then followed utilizing an existing
SAGE Direction Control system as a vehicle tor the study. Enphasis is placed upon

modeling the human organization as a whole.

Industrial control system analogies are found to be useful to model the informa-
tion handling and decision making functions of a command and control system. Baye~
sian formulations of the decision makers are utilized {or relating decision errors
and delays to a selected system criterion. Suchformulations also indicate a criterion

against which sequencing or priority rules in the various functions may be evaluated.

Directed graph techniques are suggested for developing the invirect relationships
which can exist between the decision makers. Markev processes are utilized for
modeling the decision making rates of a man-computer-display combination. Block-
ing effects between decision makers of the organization are shownto restriet the in-
formation processing rate capabilities of the organization. Combinatorial techni-
ques are utilized for modeling the higher echelon control of the iower echielon leci-

sion makers.

The conclusions of the report are self-contained and recommended arecas for

future study,
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COMMAND AND CONTROL SYSTEMS ANALYS!S
f, iINTRODUCTION

During the past years many sophisticated automatic weapon systems have been
analyzed, developed, and optimized ranging from submarine weapon systems to

manned interceptor and guided missile systems.

The intelligent commitment of these weapon systems required up-to-date infor-
mation of the enemy threat, the success of weapons committed, and knowledge of the

status of our present forces.

These requirements have dictated the need for man-machine system organiza-
tions to perform high-speed communications, information handling, and decision
funciions for effective weapon control and utilization. These organizations are usually
referred to as Command and Controi systems or sometimes L-systems,

L-systems can be categorized into four basic types dependent upon thic primary
functions which they perform. These types are: (1) Command systems, e.g.,
SAC 465-L; (2) Control systems, e.g., SAGE 416-L; (3) Sensor systems, e.g.,
BMEWS 474-L; and (4) Support systems, e.g., Weather 433-L.

The numbers after each type refer to the more commonly known L-systems.
This is by no means a complete list butis only meant to be representative. The re-
port will be primarily concerned with the first two types of L-systems. Since many
of the information handling and decision functions are similar in these two types, we

will speak of them as Command and Control Systems in the remainder of the report.

Command and control systems aremade up of the following subsystems: (1) Sen-
sor and Effector subsystems; (2) External Communication subsystem; (3) Internal
Communication subsystem; (4) Lufurmation Processing subsystem; (5) Decisior sub-
system; and (8) Off-line and Cn-line Control subsystems. These subsystem. are
shown in Figure 1. The command and control center is defined as being composed
of ull but thefirst two subsystems and will be the topic of the report. Each of these
subsy stems pertorin the informatior. handling and decision functions shownin Figure 2

to achieve some defined on-line system criterion

This criterion in a command and ccntrol system usually is some function of the
information handling and decision speeds and accuracies. When the criterion is not
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Sensor Sub,y: tems

Information Acquisition

Communication Subsystems

Information Dissemination

Information Subsystem

Information Storage
Information Transformation
Information Retrieval

Information Display

Decision Subsystem

Human Decisions

Effector Subsystem

Command Completion of Decision Subsystem

Information Dissemination

Contro! Subsystems

On-line Control of Communication,
Information, and Decision Subsystems

Off-line System Augmentation

Tigure 2. Command and Control Subsystem Functions
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met, the designs of the sudsystems :must be augmented or the on-line control sub-

system operating procedures altered.

Command and control systems dv . totheir size, complexity, interrelatiocuships,
dissimilar information handling fuactions, and complex human decision processes
frequently cannot be analyzed or optimized by a systematic approach. Three ap-
proaches to the analysis and optimization of command and voutrol systems are pos-

sible. These are:

(1) War Gamuing
(2) Computer Simulation
(3) Mathematical Analysis.

Wargaming involves the on-line simulation of the completed command and con-
trol system utilizing actual men and the designed subsysterns. It can readily be seen
that this approach {o analysis can become quite costly.

Computer simulatien presents the other alternative to snalysis but must be pre-
ceded by extensive mathemaiical and system analysis before this becomes feasible
and does not neglect many of the interrelationships.

Mathematicalanalysis has not beenattempted in muny cases due to the complexity
of so many dissimilar s.ibsystems and interrelationships. However, it can be seen
that such a mathematical systems analysis is nevertheless a requirement for com-
puter simulation. approaches which in turn should reduce the present custs of war
gaming approaches.

The purpose of this report is tn develop a generalizeu system analysis proce-
dure and mathematical medalswhich can be utilized by command and control systems.
The procedure emphasizesthe systematic developmenrt of the on-line human informa-
tion handling and decision func.iuns of the system and the development of the human

organizational structure,

The steps of the system analysis procedure are then demonstrated by utilizing
an already existing command and contro! system as a vehicle for the mathematical

models, The system utilized is a SAGE Direction Control Center.

Finally, the problem areas of each step of the system analysis procedure and

rucommendations for future study are indicated in the conclusivns of the report.

[15%




. SYSTEM ANALYSIS PHILOSCPHY AND PROCEDURE

The objectit of system analysis is to define the interrelationships between the
free system variables so that the system criterion can be achieved by manipulation
of these freevariables. The method of system analysisis to create abstract mathe-
matical models of the actual physical system which can be used to study the behavior
of the system when subject te various disturbances, control, and organizations. The

system analysis procedure usually invclves the following steps:

(1) Definition of System Critexrion
(2) Development of Initial System Functions
(3) Development of Abstract Models of Functional Blocks

(4) Determination of Direct Relationships Between Functional Blocks
and Organizational Structure

(5) Determination of System Variables, Goals, and Indirect Relationships
(6) Determination of Sensitivity of System Variahles to System Cri{crion
(7) Development of Functional Block and Interblock Control Flexibility
(8) Relinement of Functional Blocks and Organizational Structure.

igare 3 shows this sequence of steps.

The first step in the system analysis procedure is the definition of the system
criterion. This criterion is sometimes difficult to define in command and control
systems because it may be a complex function of many sub-criteria. These sub-
criteria or goals may be either static or dynamic relations. ‘thatis, a minimum
system design cost goal can be regarded as a static goal. Maximum accuracy or
maximum speed of response can he treated as dynamic goals of the system. These
dynamic goals relate to the on-line performance of the system after it has been de-
signed.

Development of the goal 5 of the functioral blocks of the system must be accom-
plished so that the goals -.1ll riot conflict with the overall system criterion, Thatis,
in command and rzutrol systems the overall criterion is usually some [unction
between speed of response {minimum time goal) and accuracy (minimum error goal),
When a functional block's goal is defined it must take into account this time-error
interrelationship. For example, a functional block may be a computer, a man, or a
group of men. If accuracy is o be achieved in any one of these cases, information
rust be gathered before a computation or decision is made. The more information

5
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Figure 3. System Anralysis Procedure




the higher the accuracy. However, the gathering of information usuaiiy invuives
time delays which are due either to communicalioa delays or to noise conditions.
Therefore, the problem becomes vne of determining when to make the decisionif the

criterion is a fuaction of both speed of response and accuracy.

Another problem in command anu control systems regarding the system criterion
1s the interrclationships existing betweendifferent goals of the system. Forexample,
one group in the system may have a goal which is dependent upon another separate
group's goal, Tlhe problem then becomes onc of determining the inter-group goal

trade-off that is required to meet the overall system criterion.

Therefore, the criterion definitioninvolves defining the goal trade-offs within a
functional block and between functional blocks.

The second step is the definitivn of system functions and the organizational struc-
ture, The function definition is involved at the machine, man, group, and echelon
levels of the system. These functions are usually always some form of information
handling functions (Figure 2). In command and control systems the program func-
tions of the computer and their sequence o1 prioritylogicis an important function at
the system analysis level.

This defines which functions the computer will perform for the inan and the time
delay and accuracy of tiese functions. Again the time-accuracy trade-off is an im-
poriant step when defining these program functions and logic,

The determination of which functions should be performed by men and machines
is probably the most difficult in command and control systems because of the continual
trade-offs which exist between the speed and accuracy goals.

Asthe input information rates tothe system increase, the need for more capacity
increases. This then requires more men and thus the groups and echelons begin to
evolve, The groblem now becomes thatof distributing the functions between tt * men
and groups. (This is discussed below in step 4),

The third step is the development of an abstract mathematical model that will
integrate each of the funciivnal blocks of the system in some common terminology.
This pertains to th. information transformations that take place in each functional
block aad to the.r inputs and outputs. These inputs and outputs must include all the
noise factors as well as the information quantities. The abstract model is usually
the "vehicle" which will integrate and relate the sensitivity relations of the various

system variables to the one overall system criterion,

-3




This is an important and difficult stepwith regard to command and control sys-
tems because of the many dissimilar functional blocks involved, such as men, dis-
plays, and computers. Each of these functional blocks and interrelationships :sually
cannot be described by the same mathematical disciplines. Therefore, a common
terminology which will link the variables of each block together and finally relate

them to the criterion is needed.

This is also an important step when analyzing the integration of a number of
command and control systems with diffcrent furctions and criteria., The overall
model should thenbecome a combination of smaller models all having the same termi-
nology. The functional interrelationships should then become more apparent with

this common terminvlogy.

The fourth step in the procedureis the determination of the direct rclationships
required between the system's functional blocks, This defines the man-man, man-
machine, and machine-machine direct relations. As stated above, as information
handling functions increase in number and rate, increased capacity is required,
This requires more machines, men, groups, and echelons, Each of these functicnal
blocks must then be interrelated in a manner that will assure the system criterion
being achieved.

Communication links and routes must be determined beiween these tunctional
blocks for the passage of decisions, information, control, and commands,

The second set of interrelationships is the information transformatioa sequences
of the system, If the functicnal block is a computer, this means the determination
of the proper program sequences andpriorities. I the functional olocks involve men,
then the proper sequences by which information is processed by and collected from
the men must be determined. This step usually defines the precedcncc relations
between the informartion transformation sequences requized before system outputs
result, These vutputs may refer to decisions, commands, control, and/or informa-

tion,

The third set of interrelationships refer to the decision, command, and control
authorities existing between the men, groups, and echelons of the vrganization. In
cemmand and control systems this becomes a problem of determining how much
authority can bhe given to the higher and lower echelons, If nn authority is given to
the lower echelons then speed has to be sacrificed. This is because of the back and

forth commu.dcation required between the echelons before a decisivn or information




transformation can be completed by the lower echelen and accepted by the higher
echelon. However, if too much authority is givea to the lower echelons, then the
controlor decisions may be made without knowledge of the overall sysiem operation,
In this case, the speed advantage (of not having to communicate with the higher eche-
lon) can be outweighed by the possible ineffcctiveness of the decisior made with in-

sufficient knowledge ot the present system state,

Therefore, the direct relationships of the organizational structure can directly
affeet the time-elfectineness criterionof a command and control system and become

an important step in the procedure.

The fifth step in the system analysis procedureis onc of the mostdilficult. Tuis
is the determination of the system variables, goals, and mdirect relationships. The
functional blocks are defined in step two.  The direct relationships are established
in step four, The problem now becomes one of first determining all of the system

variables.

These variables periain to the functional blocks and the direct relationships.
That is, a variable of @ man (functional block) may be his decision timc uelay. A
variable of a communication link (dirvect rclationship) between two functional blocks
may be its information rate. These are free or controllable variables and can be
varied by on-line control or off-line design augmentation, Uncontrollable variables
pertain usually to noise. In command and control systems, noise is defined as any
deviation from a norm. TFor example, wrong communication paths, erroncous ue-
cision, delayed decisions, 1nd delayed informatica may all represent noisc to the

system when uncontrollable.

After the variables arc defined, all of the sub-criteria or goals of the system's
functiopal blocks must also be defined. In the casc of a computer functional black,
this refers tu the time and accuracy requirements (goals) of each program in the
computer. In the case of a group of men in the crganization, this will definc the
objective function (goal) of their information handling and decision process. ais

goal may also be some trade-off between decision speed and accuracy.

After the variables and goals are defined, the final part ¢! step five in the pro-
cedure is the determination of al’ the indirect relationships cxisting betv een the
variables, between the geals, and between the variables and goals of Jhe system,
Detection of the indirect relations can then sometimes proceed logically if the direct

relations are found. The problem in commaand and control systems is the definition




of the direct relations hetween the variables. This is because of the dissimilavities
eaisting between the variables ol the tunction blocks and the variables involved in the
directrelationships, The purpose ol the abstract model development (step 3) between
steps (2) and (1) beeomes one ol aiding both the direct relationship developmentof the
system (step ) and the ueterminationol the indirect relationships betweenthe system
v riables (step 3).

Alter the goal-goal, variable=variable and goal-variable direct and indireet re-
lationships have heea determned, they are tinally linked with the systein ceriterion.
That 1s, cach goal of « group m the system will have some lunctional relationship to

the overall system criterion which must be delined in some manner,

When steptive in the procedure is completed, a graph showing the system direct

relationships may look as shown below,

The \'i'b may represent the variables of the functional blocks. The gi's may
represent godls ol these tunctional blochs and C0 may represent the system criterion,
The arrows between the nodes of this graph represent some direct relationship or
clieet eaisting between the nodes.  Here the direct relationships such as g
VsV eV
and goils) in a sy stem become large, such visual detection becomes impossible and

— CU can he veadily seen. When the number of nodes (variables

P
=

must be pertormed logically by matrix techniques, It should be noted that such tech-
nigues merely locate the indireet relationships in the system but say nothing about

their functional relatiovships.

The sisth step in the sy stem analysis procedure is the development of the sen-

sitivities ol the systemvaviables and goals to the system criterion. The sensitivity

10




analysis must relate, in some quantitative or qualitative manner, the variables and

goal relationships to the system criterion.

The sensitivity analysis is by far the most difficult step in the procedure for
many reasons, Iirst, there is the problem of dissimilarities existing between the
functional block variables which mayprevent analytical relationships from being de-
veloped. Second, there may exist no analytical techniques to develop quantitative
relations. Third, cven if analytical techniquec can be developed for each direct re-
lationship, therc ziists the problem of linking them together and relating the indirect
relationships to the system criterion. For example, to relate how variable V1 in-
directly affects the system criterion CO via V3 and V2 may involve a number of dif-
ferent analytical techniques such as decision theory, queueing theoryand sequencing
theory. The fourth problem relates to gathering of experimental data on the system
performance. In command and control systems such data may not exist to perform
any sensitivity analysis until the actual system has been buill and functioned. This
hecones a costly process. The problem then becomes one of collecting quantitative
data from other systems and cxperiments with men and relating it to the newly con-
cerzed system and criterion. The fifth problem becomes one of determining the sen-
s.tivities of the system variables when cycles exist in the indirect relationships.
For example, consider the following diagram:

A
N

g1 V3

Variable V1 affects goal glwhich affects variable V3 which in furn affects vari-
able Vl' The problem now exisis inrelating the sensitivity of the nodes of this cycle
to the criterion Co' We can sometimes detect such loops systematically but how to
relo e then to the criterion cau becuwe difficult. The sixth problem is one of de-
fining the proper functional relations of the goals to the system criterion and deter-
mining the propertrade-oifs betweengoalswhen theyareiaterrelated. Forexample,

11




the system criterion may be some function of a minimum {ime and a minimum error
goal of a group. If these two goals are interrelated in some manner the proper trade-
off must be determined. This can only be achieved by knowledge of the sen.itivities
of each of these goals to the criterion via their effects on the functional block vari-
ables.

The seventh step in the system analysis procedure is the detection or develop-
ment of any control fiexibility within the functional blocks and the control rules be-
tween the functional blocks. This step utilizes the above sensitivity analysis to ex-
ploit the dynamic variables of the system. Dynamic variables referto the operating
procedures of the system. Static variables refer to the design characteristics and
cannot be changed during on-line operation of the system. The dynamic variables
are usually always exploited before the static variables are changed,

Dynamic variablesin command and control systems usually refer to communi-
cation routes between the functional blecks, information processing sequences, in-
formation processing time delays and errors, and decision time delays and errors.
Control within the functionat blocks usually depends onthe time-accuracy goal trode-
offs developed from the sensitivity analysis. For example, it may take the form of
determining the time a man should take gathering information befor'e he makes a de-
cision.

Control between the functional blocks involves any switching, sequencing, and
scheduling functions. At the computer program level this may involve the on-line
control of the program sequences in the central computer. At the echelon or group
levels of system, it may involve the control of the information processing and/or
decision scquences of the meninthe system. That is, it may involve the determina-
tion of possible higher echelon control of the lower echelons or the control existing
between groups at the sume echelon,

Development and detection of any of the above control possibilities isimportant
incuimnmand and control systems for the purpose of determining how the system can
react in the case of overloads. It also is important for detecting any modular flexi-
bility of the functional blocks for future system augmentation and reorganization po-
tentials.

The final step in the system analysis procedure is the refinement of the functional
blocks and organizational structure of the system. This step utilizes the relation-

ships developed from the sensitivity analysis to change the stati: system variables

o




to meert the system criterion. The control analysis above cxploits all the possible
on-line flexibility of the system to meet the criterion. When this dynamic control
cannot achieve the criterion, the only remaining step is that of introducing static

functional and organizational changes.

Static functional changes may involve redesign of the functional blocks such as
the computers and displays. Static organizational changes refer to the direct rela-
tionships in step 4 of the procedure. These may involve new or different communi-
cation paths, information processing sequences, decision, command, and control

authorities being established.

Constraints within the functional blocks and precedence relationships between
the functional blocks may exist sach that the above changes are not possible. In this
case, the addition of parallel channels is the only alternative left. This may require

additional computers or more men at the cchelon and group levels of the system.

When this last step has been performed, the system analysis cyele may repeat
itsell  This is because enough variablcs may have hbeen changed to made the fune-
lional relationships developed in the sensitivity analysis 20 longer applicable tv 1e~
lating the newly augmented functional blocks and organization to the system criterion.
Once the criterion is satisfied the system is defined.,

In summary, some of the questions thatarise in the system analysis of command

and control systems are:

(1) How can the system best be modeled?

(2) What mathematics can be utilized for the manipulation of large number
of variables and their interrelationships?

3) How can two or more systems he compared and/or evaluated ?
1

(4) How can the functions required of the system best be distributed between
the men and machines?

(5) What kind of machines provide optimum performance?
(6) How should men and machines be organized and coordinated ?

(7) How can the effectiveness of the system be related to the effectiveness
of its components ?

(8) What can be done to develop the full potential of the capacity of the
system in case of overloads?

(9) What functions can be relaxed and how do their sensitivities affect
the final system goal?

(10) Can groups in a system operate with independent goals?
(11) What models are required to modal the man-machine interrelationships ?

13




Prcbably the simplest deiinition of system analysis, in the field ol command and

contro! systems, is the answering of the question: Who, does what, when, and how?
y 13

These answers must come from some systematic approach such as the step. shown

in Figure 3.




1, OBJECTIVES AND APPRCACH

The previous section presented the steps for a general system analysis proce-
dure of command and control systems. Some of the problem areas associated with
such analysis were briefly discussed. Most of the problem areas are related to the
determination of the proper informaticn handling and decision making {unctions for
the men, groups, and echelons of the organization, These functions must be distrib~
uted among the men and controlled by the men in a manner that achieves the on-line
system criterion. The main problem then becomes ihator determining a systematic
procedure for determining the optimum distribution and control of these information
handling and decision making functions.

A SAGE Direction Control Center was sclected as a vehicle for the study, It
should be noted that the study was not intended tv be another attempt to optimize SAGE,
but rather to use SAGE to investigate the feasibility of developing a systematic sys-
tem analysis procedure. There were two basic reasons for sclecting SAGE. Fir .t,
the information handling and deecision making functions of SAGE appeared to be typical
of what might be expected in other command and control systems. Second, the prob-
lemareas of the systems analysis procedure wonld readily become apparent froman
already operating system,

The objectives of the study which follows were:

(1) To develop a generalized abstract model of the functicnal blocks of the SAGE
Direction Centerwhich could be utilized by other command and control sys-
tems (Section VI-A),

(2) To develop modals for the information handling and decision making func-
tions of the men in the organization, These models should emphasize the
variables of these Nmetions which ave usaful for develeping the organ ‘-
tional structure and sensitivity analysis (Section VI-B),

(3) To develop the organizational structure of the menin the system in a man-
ner to achieve the system criterion. This defines the conlrol possibilities,
information transformation sequences, decision authorities, and communi-
cation paths (Section VI-B).

(4) To develop an approach for detecting the indirect relationships which exist
hetween the variables and goals of the system's man, group, and echelon
functional blocks (Section VII),
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{3) To develop a sensitivity analysis approach for relating the information hand-
ling and decision making variables of the men to the overall system criterion.
The sensitivity analysis should bedeveloped for purposes of suggesting func-

tional and control changes to meet the system criterion (Scction VIII),

(6) To develop anon-line centrol model of the informationhandling and decision
making functions of the men in the lower echelon. This model should ex~
ploit the feasibilily and requirements of the higher echelons for controlling

the functions of the lower echelons (Section IX),

The sections where each of the above objectives are discussed are indicated.
The approach of the reportwill be to follow the system analysis procedure shown in
Figure 3.

A simplified system criterion for the SAGE system is developed in Section IV
and will be utilized throughout the report. The basic SAGE system functions and or-
ganization are presented in Section V,

The abstract model development utilizes many of the analogies of an industrial
control system for modeling the information handling and controland decisizvinuhlug
functions of a commsand and control system such as SAGE. The abstract model is
then applied to modcling the decision making functions of the basic men involved in
the SAGE system. These models emphasize decision errorand time delay variables
utilizing decision theory concepts. The abstract model development and final sys-
tem organizational structure is presented in Section VI,

The indirect relationships which affect the information handling and decision
making functions of the men in the SAGE systom are investigated to alimited extent
by directed graph (digraph) and matrix techniques in Section VII,

The sensitivity analysis relates thedecision errorand delay variables of themen
in the system to the overall system criterion defined in Section IV, loss functions
aredeveloped fordecisionerrors and delays, The eeneitivityanalyei
the minimization of the overall system criterionloss function by developing decision
delay and error constraints (goals) for the men. To perform such analysis, decision
theory and Markov processes were utilized in Section VIIl,

The on-line control of the decision making and information handling sequences
of the lower echelun by the higher echelon was investigated utilizing combinatorial

analysis models. These models were developed for investigating minimum time de-
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cision sequences involving a number of men in an organization such as SAGE, This

is discussed in Section IX of the report.

Finally, the refined system functional and organization possibilities are dis-
cussed in SectionX. The conclusion and future study recommendations are self con-
tained and are presented in Section XI,
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IV. SYSTEM CRITERION

The first step in the system analysis procedurc is the definition of the system
criterion and any goals (sub-criteria) which relate to the overall criterion.

Criterion. The system is defined as a defensive system. The criterion will be
defined as a very simplified stategic situationwhere the purpose of the systemis as-
sumed to be the defense of one city. Interception resources forthis purpose consist
of two tactical interceptors,

Since the objective of the system is toprotectone city, itis considered that there
is a loss of unity when the enemy carries out a successtul attack on the city. There
is also a loss associated with the unintentional destruction of afriendly airborne ob-
ject but this loss is difficult to fix quantitatively because its relationship to the de-
fense of the city is complex and not singular and possibly even nonexistent.

Goals. There is defined three functional blocks which perform the information
handling and decision functions to achieve the above criterion. These are defined as
the surveillance, identification, and weapons assignment groups,

1t is evident from the delined loss criterion that each of these groups will have
a minimum error goal and a2 minimum time goal. No model of performance can be
developed for these functional blocks without reference to these goals and how the

goals relate to the criterion.

For example, consider the surveillance function. In this case the objective is
to acquire information about all airborne objects (tracks) detected by radar. 1t is
evident that ifitis attempted to establish the coordinates for a particular track with
undue haste, the information transmitted to the rest of the system might be of aqual-
ity too inferior for effective use. On the other hand, if a great deal of time is de-
voted to a particular track in order to delermine its coordinates accurately, the a1~
formation may be presented to the weapons assignment group too late for effective

use.

Therefore, some sort of trade-off betwcen a minimum error goal and 2 minimum
time delay goalisinvolved ai several points in SAGE, The problem of mathematical
modeling is equivaient to the establishment of loss functions which relate the error-
time delay trade-offs.
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V. SYSTEM FUNCTION AND INITIAL ORGANIZATION

Once the system criterion and functional goals are established, the functional
blocks must be clearly defined and the initial organizational structure established.
This establishes the basic information handling sequences between the functional
blocks and the echelon and group levels of the system,

Since Lhe vehicle forthe study is an already existing system, we can only briefly
redefine ils functional blocks and organizationand thenproceed with the system anal-
ysis procedure. The following descriptive definition of the SAGE Direction Control
Center Is covered fully in reference (1):

"A SAGE Direction Control Center receives digitally-coded data auto-
matically and continuously from search radars, gap-iiller radars, and
height finder radars over voice-bandwidth communication circuits.
Data on {flight plans, weapons status, weather, and aiverall {racks are
received, respectively, from the Air Movements Identification Serv-
ice (AMIS), weapons bases, USAF weather service, Ground Observer
Corps, and Airborne Early Warning and Picket Ships over teletype and
voice-telephone circuits, Similarly, data from the direction center
are transmitted in digitally~-coded form over voice-bandwidth commu-
nication circuits to ground-to-air data link system, to weapons bases,
to adjacent direction centers and to command levels, Data to other
users are transmitted over automatic teletype circuits. "

Figure 4 is a diagram of the system sensor inputs and the outputsto the system
effectors. The command and adjacent control center can be either a sensor or an
effector system depending upon the particular situation,

The functional blocks of the system can be separated into four basic inf. aa-
tion handling and decision making functions, These are defined as the surveillance,
identification, weapons assignment, and battle staff groups (Figure 5).

The information handling functions of the sarveillance group involve the pro-
cessing of radar returns to determine which radar returns represent noise and which
represent actual airborne objects (defined as tracks). The decisicn making functions
of this group involve first the track or no track decision, and second, the decision
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as to the coordinates of the tracks with respect to their position, velocity, direction,
and height coordinates. When these decisions are made, this track information is
then sent to the identification group. The radar statusinputs to this group represent
all the known noise conditions and operating status information about the radar feed-

ing the system,

The information handling function of the identification group represents one of
correlating tracks received from surveillance withlogged flight plans of friendly air-
crait. The flight plan status inputs represent the number of flight plans filed in the
various geographical regions of responsibility of the system. These flight plans give
the predicted coordinates of the friendlyaircraft as a function of time. The decision
making functions of this group involve the determination of friendly, hostile, and un-
known tracks. Unknown and hostile track !nformationis sent to the weapons assign-
ment group.

The information handling functions of the weapons assignment group involve as-
signmentand control functions. The weapon status inputs represent the numbers and
operating status information on all the weapons., The declsion making functions of
this group involve first the determination of the proper assignment or allocation of
weapons against the track, and second, the decision of destruction or visual identi-
fication. Finally, the intercept coordinates have to be established before weapon

control can take place,

The functions of the battle staff group are assumed to be the coordination and
control of and between the above three groups. The function of this group and the
operation of the system can best be described by the decision flow diagram shown
in Figure 6.
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Vi. ABSTRACT MODELS OF FUNCTIONAL BLOCKS

The abstract n.odel development should be utilized to integrate the functional
blocks of the system in some common terminology. This pertains to the informa-
tion handling and decision functions of the men and machines. The abstract model
should develop a common terminology for these functions which will more clearlyde-
fine the sensitivities of the varjables to the system criterion. The level of this ab-
stract model development is dependentupon the goals of each of the functional blochs
and the system criterion. These goals relate to timc and error parameters of each
group. The abstract model development should be one whichwill aid the development
of the direct relationships between the functional blocks, the determination of perti-
nent variables, and the sensitivity analysis, while being general enough to be applied
to other cormmand and control systems.

A. INDUSTRIAL CONTROL SYSTEM MODEL

This rather broad requircment for command and control systems is a prob-
lem when considering the natures of the manydissimilar functional blocks and infor-
mation handling and decision functions,

It was found in studying the SAGE system that the functions of an industrial
control system yield a suitable framework for such an abstract model development,
This was particularly true when considering the modeling of the manydissimilar in-
formation quantities, noise characteristics, and information handling, control and
decision functions.

This sectionwill model the functional blocks of a command and control sys-
tem center (Figure 1) such as SAGE in the terminology of anindustrial control sys-
tem. Figure 7 shows some of the analogies to be discussed in this section.

1. Material Information Inputs:

These inputs represent all the inputs to the system from the sensor
systems or the external environment. The material information can have three
classes:

(1) Information Material

(2) Command Material

(3) Noise Material.

o
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The information material can be such things as numerical data, voice
communication, and radar returns from a radar site. Command material contains
information but is separated because of its direct effect on the control processes of
the system. Noise material represents the errors in the information and command
material inputs, They are separated discreetly from the first two material inputs
because they can enter the system independently. For example, erroneous or ex-
tranecous data could represent noise material. The erroneous noise matcrial could
be dependent upon the information material. The extraneous data reprcsents noise
material compictely independent of any information material.

The material inputs can be described by their geographical location
and their physical form. For example, a radar return entering the SAGE Direction
Center comes from the geographical location of the radar site. The physical form
is an clectrical pulse. It is then transformed at the center into position information

by a human observer.

The unconirollable variables (or noise) of material information inputs
arc their delays, errors, and extraneous inputs, Noise in a command and control
system is defined as any deviation firom accuracy,

The coutrollable (or free) variables are assvociated with delays and
errors., These can be contrclied by alternate communication routing to the center
and by code lengths,

2. Machine Elemems:

" The machine elements are all the non-human elements of the system
which are capable of any kind of information handling function, These elements can
represent such things as displays, computers, programs of the computer, and ma-

chines.

1t is important to define the level at which the system analysis pr ce-
dure must go in defining the machine elements. In a command and control sys.cm
such as SAGE, with the mmimum error and minimuin time delay goals, this level
appears to be the program level of the computer. That is, only the time delay and
error of the program element, that processes the human element's information re-
quest, need be defined.

The programs of a command and cgntrol system computer become no
more than the variety of machines of an industrial control system all placed in a
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central location. These programs must still be time shared among the human ele-
ments of the system. In an industrial control system the machines must also be
time shared among the commodities they are built to produce. This time <haring
analogy is an tmportant point in the system analysis as will be peinted out later.

The controllable variables of the machine elements are capacity, error,
and time delays associated with their information handling processes. These con~
trollable variables can be either dynamic or static variables. Dynamic refers to on-
line control of the delays and errors, Static refers to off-line design chianges of the
machine elements which later alter these delays and errors.

The uncontrollable variables (or noise) also relate to capacity, errors,
and time delays. For example, if the processing capacity of a computer is reached,
some information requests of the human elements must be either delayed or rejected.
Another alternative is to process all the requests at reduced accuracy (increased
error). Thus, if system capacityis reached, manydifferent noise effects can result,

3. Module Elements:

The module elements are defined as any integrated human element-
machine element combination that cannot function alone when performing an infor-
mation handling and/or decision function, Inindustrial control systems, this module
represents a man-machine cornbination. In command and control systems, this
module will be defined as a man-computer program-console display element com-
bination,

The machine elements (computer program and console display) of the
module usually perform the information transformation processes on input material
information to the mcdule. The human element performs a decision process which
changes the state of some information pattern (see below).

The SAGE system is characterized by many of these module elements
as described in the next section.

The variables of the module element are the same machine variables
discussed earlier. In addition, there now exists the variables of the man's decision
process.

The variables of the decisionprocess areagainthetime delayand error
variahles. These can be either controllable or uncontrollable.
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They are controllable when other human elements affect the decision
process of the module or the particular human element affects its own decision pro-
cess by some constraint. They are uncontrollable when noise factors (~rroneousand

extraneous information, delays, etc.) affect the module's functio.,

The above represent the dynamic variables. Again, the static variables
relate to the design characteristics of the machine elements of the module.

4. Commodity Information:

Commodity information represenis the most important aspect of com-
mand and control systems. Italsorepresents one of the primary reasons for utilizing
the industrial control system as the abstract model.

Commodity informationis defined to represent the information patterns
of the system. Commodity information represents the relationships between the

material input information and the module element.

A commodity at the beginning of anindustrial control system is nothing
more than an initial order from a potential customer (Figure 7). li can be thought
of as beiug in the "concept state" at this time. As this order (commodity) flows
through the man-machine elements of the system, its material stateis transformed.
This is performed by the addition of input material to it. Each time a material ele-
ment is added to the commodity by some machine process, its own material state is
transformed to a higher and higher degree of formulation. Finally, it is completed
and is sent out of the system to the potential customer.

In a command and control system, such as SAGE, the commodity rep-
resents atrack of an airborne object. At thebeginning of the system thistrack (com-
modity) is also in a "concept state.' That is, the radar returns have not yet been
transformed into a decision that it is or is not a track. As more and more returns
(material information) are transformed by the computer program and display ‘le-
ments, a decision by the humanis made. When the decisionis made that the retusns
represent a track, the information state of the track changes from the ""concept state"
to the "position information state.' The information state of the track (commodity)
is said to be transformed by the man-computer-dispiay module element. The ma-
terial information required for this transformation were the radar returns.

Therefore, a commodity information state represents the information
state uf the information pattern for which the input material information was intended

to develop.
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An enemy raid is an information pattern which can be defined as com-
modity information of a higher level. That is, each of the information states of the
{racks make up the raid information pattern. These now lower level information
patterns (tracks) represent input material information to the raid pattern which is
now higher level commodity informationwith respect to the tracks, Therefore, com-
modity information or information patterns can existat different levels andare rela-

tive.

. In general, commodity information is usually any information pattern
which evolves as the resuic of combinations of input material information. The de-
tecetion of and reactionto such information patterns are the main purposes of the cen-

tralized command and control system concept.

The variables of commodity information (information patterns) are
their information state errors, time delays, and information state transformation

scquences by the modules.

These can be controllable or uncontrollable variables, Controllable
sequences may mean that a commodity (track) is allocated to a number of modules
to process. Uncontrollable may mean a wrong sequence oif commodity (track) in-
formation state iransformations by the modules. This then represents noise to the
system. That is, a wrong sequence can be treated as a deviation from accuracy and

thus he noise.

5. Material and Commodity Information Transformations:

There are two information processes that are performed in command
and control systems. The material information transformation is the process that
"prepares' the material informationto be used for the commuodity inidrinationtrans-
formations. The material information transformation can be performed by any of
the man, machine, or module elements. The commodity information transformation

can be performed only by a human or module element.

The commodity information transformation is deflined as a decision pro-
cess that involves transforming the information state of the commodity information.
For example, radar returns can be thought of as material information which under-
goes a transformation process by a computer clement (computer progrim). This
process prepares the radar returns for another material information state transtor-
mation by the display element. At this time the material information (radur return)

is Teady io be applied to the commodity information. The commodity information is
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a possible airborne track. The man then performs the commodity information state
transformation by utilizing the transformed material information (radar returns) to
make a decision. When he makes the track decision, the commodity information
{irack) undergoes an information state transformation from the "possible state" to

the "position information state, "

It is important to note that cach time a decision is made (commodity
information transtormation), material information is usually required hefore another
decision or transfovrmation can be made. Thus, as commodity information flows
through the module clements of a command and control system such as SAGFE, it usu-
ally requires an alternate succession of material information state transformations
before each commolity information transformation (decision). TFigures 8a and 8b
ohow the analogies between the commodity and material state transformations in an
mdustrial control system and the commoditly information and material information

state transformations in a command and control system such as SAGE.

The variables of the information transformation processes are their
time delays and errors. For example, a material information state transiormation
may require a number of iterations in 2 computational process by a computer. The
time delay of the transformation process can be reduced by reducing the number of
iterations. However, this may result in a large error. On the other hand, the error
can be reduced by performing additional iterations at the expense of a time delay.
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Therefore, we see here the interrelationships existing between the time delay and

error goals of a material information transformation process.

A commodity information state transformation canbe varied in the same
manner. However, now it involves a human decision process. For example, 2 man
may spend time collecting material information so that his decision process involving
a commodity information state transformation will be correct (minimum error goal).
He sacrifices a time delay for smaller probable error. On the other hand he could
make a taster decision (minimum time goal) onless information and sacrifice a higher

prohable error.

These error-timedelay trade-offs are characteristic of the information

handling and decision processes in command and control systems such as SAGE,

In both the material and commodity information transformation pro-
cesses, their trade-offs and control can only he made when the system criterion is

defined quantitatively.

Again, these error and time delay variables can be classified as con-
trollable or uncontrollable and static or dynamie.

6. Information Subsystem:

With the above definitions, the information subsystem in Figure 1 can
now be defined. It is defined as consisting of all the machine elements of the com-
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mand and control center which perform the material and commodity information

handiing and transformation processes.

The variables of the information subsystem are its information storage
capacity, speed, errors, information display rates and capacity, and the logic of its
information communicationand transformation sequences. These canbe controllable

or uncontrollable and static or dynamic variables.

7. Decision Subsystem:

The decision subsystem consists of all the human and/or module ele-
ments which perform any material and/or commodity information state transforma-
tions.

The variables of this subsystem usually refer to the decisionauthorities
of the human and module elements and the organizational structure of the groups and
cchelons composed of these elements.

8. Communication Subsystem:

The communication subsystem internal to the command and control
center in Figure 1 provides the paths between all the functional blocks of the system.
These functional blocks can be defined as the humans, machines, modules, groups,
and echelons. The paths then carry all the material and commodity information, de-
cisions, control, and commands between these functional blecks. ‘These paths are
made up of links and routes. A linkis defined as a di ect path between two functional
blocks. A routeis defined as a succession of links (more than one) between two func-
tional blocks,

The variables of this subsystem are itslink and route informationrates
and itslink and routc organizational structure, The organizational structure defines
all possible paths between the functional blocks,

9. On-line Control Subsystem:

The on-line control subsystem is made up of any man, machine, and/or
module elemeats that can control the material and,or commedity information trans-
formation and handling variables, This control in command and control systems
usually caa take two forms. First, the delay or error of the information transfor-
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mation process can be controlled. Second, it may involve the control of the com-
munication routes and transformation sequences of the material and commodity in-

formation,

Thisis the most important subsystem of the command and control cen-
ter. Again, itis another reason for utilizing the industrial control system analogies
for defining the functions of the center. These analogies or abstract models make
it casy for relating the control of the information handling and transformation vari-

ables to the group goals and linally to the overall system criferion.

For example, in an industrial control system the manager usually has
anumber of different types of commudities to produce ona given number of machines.
If m equals the number of different commoditics and n equals the number of machines,
there exist (m! )n possible sequences by which to produce these commodities, neg~
lecting precedence relationships. There also exists the problem of what material to
ardd to the commodities. Ifthercisnectime deadline onthe productionof a commodity,
he may wait for higher grade material to increase the probability of selling his com-
modity. If there is a deadline, he must make the choice of immediately adding avail-
able lower grade material or waiting for higher grude material. His choice is then de-
pendent upon the probabilities of the customer buying the late and higher grade or
early and poor¢rgrade commodity. Since this same problem exists on all the m dif-
ferent commodities, he also has the above problem of determining the best sequences

through his n machines to satisfy all the difierent customers,

In command and control systems, such as SAGE, analogous situations
can arise with the information patterns (commodity information)of the system. lor
example, the higher echelons (managers) of SAGE can be thought of as controlling
the information handling and decisivia processes of the lower echelons by setting time

delay and/or accuracy requirements on these processes. The lower echelons may

.

-

he unable to gather enough material information within some time deadline, Jdue to

noise conditions, In this case th
mation (decision) must suffer. Again, there is the problem of muny other tracks

present that must be also considered.

Therefore, controlis performed by the higher echelons by determining
which track (commodity) should be processed by which module element and how much
time should be spent performing the transformation (decision) process. It should be
noted that, in the SAGE system, (m! )n possible sequences of m tracks through n motl-

ulc clements doesnot exist because of precedence constraints., Thatis, since a trach
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must be processed in order through the module elements only, (m!) possible se-
quences exist. This is further reduced by priority constraints which will be dis-

cussed later in the report.

10, Oif-line Control Subsystem:

The olf-line control subsystem shown in Figure 1 performs an adaptive
function for the information handling and decision processes of the center. It is
shown by dotted lines to indicate that it docs not perform in an on-line fashioa as do
the above subsystems. It is included here for purposes of completing the control
loop from the system criterion back tothe center and emphasizing the fact that com-
mand and control systems are learning or adaptive systems. Thercfore, any mathe-
matical modeling should be cognizant of this fact. Many of the center's information
handling and decision processes are highly probabilistic. The off-line control sub-
system is utilized to collect the required statistics for future augmentation of the
static variables of the system and makes recormmendations to the on-line control

subsystem f{or future control of the dynamic variables.

This subsystem of SAGE must collect information on the statistics of
the input material information such as weather conditions, radar inputs, input tracks,
flight plans, and weapon status. It then must collect the statistics on the outcomes
of the system. InSAGE, these outcomes are the numbeyof tracks processed, tracks
lest in noise, errors made on the information states of tracks, delaysin trackinfor-
mation transformation processes, and the resulting hypothetical losses incurred by
these outcomes.

With these statistics, the system's functional blocks and organization
may be altered for succeeding operations of the system. In addition, the operating
procedures of the on-line control system would be changed. These changes would
establish new track priority functions and possibly alter the allowable time delays
for collccting information on these tracks, That is, the statistics collected vould
continually recommend new decision time delay - error trade - off functions fur the

human elements, when collecting information on a track.

11. Efiector and Sensor Subsystems:

The effectors of the system are defined as the elements that are con-
trolled by the oufput commands and decisions of the command and control center.




Inthe case of SAGE, these effectors are the weapons assigned tothe unknown or hos-

itie tracks.

The sensor subsystem is defined as the origin of all input material in-

S
v

formation inpuls (discussed previously).

In conclusion, the functional blocks, the direct relationships, and the
variables of a command and control system such as SAGE can be modeled in terms
of an industrial control system. This greatly simplifies the sensitivity analysis of
the information handlingand transformatiun processes and yields insight into the on-
line control of the system variables. Figure 9 shows a summary of the terminology
used in this section which will be utilized in the remainder of the report.

The subsystem functional blocks were discussed in this section. In the
following section the module element functional blocks will be modeled and the or-
ganizational structure and direct relationships of SAGE developed.

B. MODULE FUNCTIONS AND ORGANIZATIONAL STRUCTURE

The organizational structure of the center isdefined alter eachof the module
functions are developed. This structure defines the echelons, groups, subsystems,
communication paths, information transformation sequences, and decision, control,
and command authorities of the modules,

Since SAGE isalreadyanexisting system, we will redefine some of the basic
modules of the system in this section, The time delay and error variables and the
direct relationships betweenthe modules are also defined. Thesedirect relationships
arethen utilized in the following section for development of the indirect relatinnships
between the functional blocks of the system.

It should also benoted that the following module functions are representative
of actual SAGE functions but assumptions are made to aid the mathematical models
and developments throughout the report.

1. Elements of the Modules:

Figure 10 shows a simplified module structure of the SAGE system
functional blocks delined in Figure 5. Three echelons of modules are shown. Fig-
ure 11 shows a typical SAGE man-computer-display module diagram.
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TFunctional Blocks

Computer Program Element
Display Element

Human Element

Module Element

Groups

Subsystems

Echelons

Relationships Between Blocks

Communication Links and Routes
Information Transformation Sequences

Decision, Control, and Command Authoritics

Processes
Material Information Transformation
Track (Commodity) Information Transformation

Information, Decision, Control, and Command Communication

Variables

Dynamic or Static

Controllable or Tncontrollable (Noise)
Errors

Time Delays

Capacity

Sequences

Routes

Figure 9. Command and Control System Terminology




BATTLE STAFF MODULE

My HEIGHT FINDER MODULE

DIGITAL INFORMATION DISPLAYS

(2 g) &
M My M, M3 Mg M, Mg Mg %o
SURVEILLANCE GROUP INDENTIFICATION GROUP WEAPONS ASSIGNMENT GROUP
M',‘ SENIOR SURVEILLANCE MODULE Mg * SENIOR IDENTIFICATION MODULE M, ~ SENIOR WEAPON MODULE
M, RADAR STATUS MODULE M4 IDENTIFICATION MODULE Mg INTERCEP I CONTROL MODULE
My  TRACK INITIATOR MODULE My FLIGHT PLAN STATUS MODIN F Mg,  WEAPON ASSIGNMENT MODULE
My TRACK MONITOR MODULE Mo WEADAN STATIIS MADYLE

Figure 10, Simplified Module Structure of SAGE Direction Center

TFigure i1. Man~-Computer-Display Module
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These moduies will be defined as consisting of the three basic elements

shown in Figure 12. These are:

{1) Decision Flement
(2) Computer Element
(3) Display Element.

The human element in Figure 11 is replaced by a decision element to
eliminate any philosophical arguments throughout the report. The computer element
represents the particular program in the central computer that processes the re-
quests of the decision clement, The display element represents the situation and
digital displays shown in Figure 11.

There are three basiclunctions performed by these elements when the
information state of a track is changed. Material information is processed by the
computer element and sent to the display element at some rate, Mo The decision
element then processes this information via the display clement 2t some rate, Mo

This processing by the decision element results in either a decision which changes

DISPLAY ELEMENT

/
. \
/
/ \
,u'c// \/-Lz
/ \
/ \
/ \
/ \
Hi
H’ — e — vt — — —— — — "A
COMPUTER CECISION
ELEMENT ELEMENT

INFORMATION REQUEST RATE OF DECISION ELEMENT
INFORMATION PROCESSING RATE OF COMPUTER ELEMENT
pp © DECISION RATE OF DECISION ELEMENT

Hp = INFORMATION STATE OF TRACK BEFORE TRANSFORMATION
INFORMATION STATE OF TRACK AFTER TRANSFORMATION

r =
o L
LI ]

Figure 12. Basic Module Element Organization
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the information state of a track from HB to H A OF an information request., This in-
formation request is denoted by the rate Ky The dynamics of these processes will
be discussed in ¢ later section.

The functions of the modules in Figure 10 will now be defined.

2. Material Information Transformation Modules:

There arethree modules which transform the input material information
to the SAGE Direction Center. These are the radar status module Mm’ the flight
plan status module Mn’ and the weapons status module M o

These modules serve two basicfunctions. The firstis the transforma-
tion of input material information required for the track information state transfor-
mations performed by modules Ml’ MZ’ M3, M4, M5 and M6' The second is an as-
sumed prediction function for the control modules M g MI’ and Mw'

a. Module Mm ~ Radar Status Module

The function of this module is to filter as many of the extraneous
radar returns from the system as possible. It also checks the operating status of
the radar sites feeding the SAGE system.

The material informationtransformed by this module are the radar
returns. These returns can be characterized by:

(1) True radar return from a track

(2) Erroncous radar return trom a track

(3) Absent or delayed radar veturn from a track

(4) Extraneous radar returns (clutter) from no tracks.

Therefore, the uncontrollable variables (noise characteristics) of
the input material information are erroneous, absent, and/or extraneous radar re-
turns. The information handling function performed by this moduleis a rejection or
acceptance function,

These accepted radar returns are sent to the computer elements
of modules Ml’ Mz, and MS for track transformation processes. Knowninformation
on the noise levels in given geographical regions and track regions are sent to the
senior surveillance module M Sfor prediction and control of the track transformation
processes performed by modules Ml’ M2, and M3.
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b, Module Mn - Flight Plan Status Module

The functions of this module are to record, process, verify. and
read into the computer all weather and flight planinformation which is received ex-

ternal to the systcm,

The material information (flight plans) transformed by this module

can be characterized by:

(1) True tlight plan coordinates ol a friendly track

(2) Erroncous [light plan coordinates filed on a {riendly track

(3) Absent flight plans (flight plans not filed but Lrack flown)

(1) Delayed {light plans

(6) Extrancous flight plans (flight plans [iled but track not flown).

The uncontrollable variables of the input material information to
this module are crroncous, abseat, delayed, and extrancous {light plans, The in-

formation handling functions of this module involve gathering and verify functions.

This material information (flight plans and weather information) is
sent tothe computer element of module M, for track transformation processes. This
informationis also sent to the senior identification module M Ifor predictionand con-
trol of the track transformation processes performed hy module M 4

c¢.  Module Mo - Weapons Status Module

The functionof this module isto collectall information on the opera-
tional status of the weapons (effectors), The material information collected by this

module can be characterized by:

(1) Numbher of weapons available
(2) Operational status of weapons
(3) Coordinates of weapons.

Thereciore, the noise conditions on the material information t.. .s-
formed by this module are characterized by delayed information, inoperative status,

or ineffective attach coordinates, The information handling functions involve gather-

ing and verify fun tions,

This material informationis sent to the computer ¢lement of mod-~
ule MG for weapon assignment functions and to module M5 for weapon control func-
tions.




The preceding paragraphs gave the noise variables of ithe material
information entering the SAGE system and the {unctions of the materia® information
modules. Figure 13 shows a summary of these noise variables. It should be noted
that even though the material information are dissimilar, their noise variahles and
eflects onthe track information transformations are very similar. One can also sece
the extremely probabilistic characteristics of these noise variables. As would be

enpected, this makes any modeling of the following track transformation modules

probabilistic.
INPUT MATEFIAL INFORMATION NOISE CHARACTERISTICS
T "2 M3 Ma
FLIGHT PLANS ABSENT DELAYED ERRONEOUS EXTRANEOUS
LFY 22 M3 N2a
T N E IR
3
WEAPON STATUS DESTROVED | [NFORMATION | INFORMATION | COORDINATES
k1 732 N33 N34

Tij = LEVEL OF TYPE j NOISE ON MATERIAL INFORMATION j
Figure 13, Material Information Noise Variables

3. Track Information Transformation Modules:

There are six modules that are defined to change the information state
of a track. These are the track initiator module M e the track monitor module M,,
the height finding module M,,, the identification module M 4 the intercept control

module MS’ and the weapons assignment module M These modules perform the

6
track (commodity) information state transformations, utilizing the material informa-
tion from the material modules, This material inlormation is utilized to trans-
form the information state of a track irom some mitial state ”B to a succeeding

ety 1
1

tnd At )
state | Figure 12

{ A
A\xo C Je

a. Module Ml - Track Initiator Module

The functions of this module are the detectionof tracks and detes-
mination of their position coordinates. Module Ml processes the radur returns ac-
cepted by module Mm and determines which returns are from actual tracks. Fig-

are 14 shows a track history of six returns from a track and the extrancous returns
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that may appear on module Ml's situation display (Figure 11) in a given region of a

track.

Module Mltransforms the information state of a track from a "no
track' state to a “'position' state. The error and time delay of this transformation
process are functions of the existing noise conditions and conditional probability dis-
tribution of the decision element.

Let,
P(x,)

A priori probability that no track (x o) is present in a given region of
the display.

P(x A priori probability that a track (xl) is present in the given region of
the display. P(xo) = 1-P(x,)

y = (Yo yl) - Represent the two possible no track (y o) and track (yl) de-

1

cisions of the decision element.
Conditional probability distribution of the decision element. This is

P(y|x)
the conditional probability that when (x = X xl) is the cause, that the
decision element will decide (y = Yo yl) after spending '1‘1 time pro-
cessing the rewurns in the given region of the display in given noise
conditions 7 1

R = fl My Nygr Mg 1 14) - The noise conditions existing on the ma-
terial information (radar returns) utilized for the decision process.

Itis assumed that the above conditional probability of the decision
element is a function of the noise level n 1 and the processing time Tlof the decision
clement,

P(y{z) = P(y|x, 0, T,) (1)

It is assumed that the decision errrr is inversely proportional to
the processing time T1 and proportional to the noise level 9 1 These relationships
can only be determined by experimentation.

The posteriori probabilities relate the error ot the decision pro-
cess and thus give the probable information state of atrack after the transformation
process (decision) performed by this module Ml‘

These posteriori probabilities can be developed from a theorem

due to Bayes where,

_ P(vlx) P(x)
Pixly) = g @)




e |

where,

7y - y 3 (e + P . . (. .
Ply) - P(y;|xo) Plxg) + Plyg|x) Plxpi=1, 2 (3)
The errors of this transformation process become,
: Px = : p
€ 10 I(AOI yl)v 11 P(}‘llyo) (l>
The errore¢ 10 is the probability that the decision element will make
a track decrsionwhen no trackis present, Thisis the probability that the processing

time '[‘l was wasted in a region of the display.

The errore 11 is the probability that the decision clement will make
the no track decision when a track is present. This is the probability that a track
will not he deteeted and lost in noise,

These errors relate the sensitivity of the

(1) Noise level | )

(2) Processing time 'I‘l

(3) Conditional probability distributions P(ylx) and

(-h) A priori probabilitics P(x)
of module .\l]'s transformation process to the minimum error ami minmimum time
eoals ol the surveillance node of operation. These goals were discussed in a pre-

vious scction.

Given knowledge of the above factors, the error probability of mod-
ule ‘“] could be predicted and controlled. Control would be n the form of determining
the time-crror trade-ofl requirement of the surveillance group. This control would
be carried out by the senior surveillance module Ms. The unfortunate problem in
determining such a trade-ofl for one track is that this trade-off is also a [unction of

other tracks present. This control will be discussed in a later section.

When module M 1 completesits transformation process it sends the
track to modules M, and M,.
b, Module M, - Track Monitor Mcdule

The function of this module is to assist (monitor) the automatic
tracking program of the computer in the tracking function through correctionot track-
ing difficulties in high noisc conditions (Figure 14). This can be considered as a

“smcothing” funciion,




Module M2
module Ml’ from the "position state' to a''velocity state. ' The velocity stateis de-

transforms the information state of a track, sent from

fined to inciude the position, velocity, and direction coordinates of the track. This
transformation process also utilizes the material information (radar returns) ac-

cepted by module Mm'

The velocity state can be defined as being in two states. These are
defined as the "acceptable" state (xl) and the "inacceptable" state (x 0). The exrors
and time delay of module M2 can then be described in a similar fashion as the track

initiator model M 1

Let,
P(y|x) = P(5]x, N4, Ty). 6)

Thisis defined as the conditional probakility distribution of the de-
cision element of module M2. This gives the time delay and probable decisionywhen
xis the cause. In the case of module M2’ y represents either the acceptabledecision
(y 1) or the unacceptable decision (yo) under noise conditions 7 2 where,

No =Ly Mg Mg M) (6)
The cause is anacceptable velocity computation (xl) or an unaccept-
able computation (x,)) from the computer element of module MZ‘

The errov of module M, 's transformation process becomes,

2

P(y,|x,) Px,)
€20 = PO YD) =y M

This is the probability that module M2 will make an acceptable de-
cision and pass an unacceptable velocity state to the remainder of the system after
processing the track for time T2.

This error relates the sensitivity of the noise level 7,,, processing
time TZ’ conditional probahility distribution P(y il xo) and a priori pro?mbility P(xo)
of module Mz's transformation process tothe time and error goals of the surveillance
node of operation,

Again, control of this module's transformation prccess would re-
vquire knowledge of the above factors and the condition of other tracksin the system.

When the decision element of module M2 decides that the informa-
uon swawe uf the track is accurate enough for the rest of the system, it then sends
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this velocity state to the identification and weapon modules M 4 Ms, and IvIG. When
noise conditions are high, module M2 must continue the monitoring function until the
track isidentified friendly. At this timeit can stop monitoringand swicch to another

track.

c¢. Module M3 - Hcight Finder Module

The function of this module is to determine the height coordinate
of a track after mecdule M1 determines its position. Module M3 performs this func-
tion by requesting the particular radar site to obtain height informaticn via the height
finding radar in a given processing time T3.

This module transforms the information state of a track from a
position state to a "height" state. The height state is defined to include the position
and height coordinates of a track (not necessarily velocity and direction),

The error ¢ 3 of this transformation is assumed devendent uponthe
noise conditions n 3 and the given processing time T3.

d. Module M 4 Identification Module

The function of this module is to determine whether thetrack from
the surveillance group is a friendly or hostile track.

This module transforms the information state of a track from a
"track state" to an "identity state." The track state contains the position, velocity,
direction, and height coordinates of atrack. The identity stateis defined tobe either
of two states. These are the hostile state (xo) and the friendly state (xl). This
transformation process utilizes the material information (flight plans) from mod-

ule M_,
n

Flightplans are associated with "correlation boxes" whichare dis~
played to the decision element upon request (Figure 14). A correlation box fo' .»vs
the route predicted by the flight plan. In order for a track to be correlated with a
flight plan and be transformed to the friendly state, it must fall within the limits of
the correlation box.

Thetime and errordependence of the identification transformation
process can be explained by considering the noisc conditions Moy (extraneous flight
plans) or UP (absent flight plans), If a number of flight plans exist in the region of
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a track, correctidentificationof the track mayrequire module M to attempt to cor-
relate each of the flight plans with the track. If no flight plans (absent) exist in the
region of the track, module M 4 may request module M to check various airbases
for late or changed flight plans, Each of these cases cqui; ¢s semc thne T 4 o fm-
prove the decision accuracy. It should also be noted that the identification accuracy
is also dependent upon the error (AB =% - ;) of the survcillance node. R and T rep-

resent the true and computed track coordinates respectively.

Let,
P(xo) = A priori probability that the track is hostile.
P(xl) = 1-P(x } = A priori probability that the track is friendly.
ny = f (nzl, Nogr Moy n24,) = The existing noise conditions onthe ma-
tu‘xal information (flight plans)to module \/I Ae is assumed zero in
this discussion, but will ke considered latel .
P(y/ x) = P(y/x, 1 4 T g = Conditional probability of decision elementof mod-

ule M. This is the probability that when the cause is x that the de-
cision element will decide y after spendirg time T 4 gathering intorina-
tion in noise conditions 1 4°

The errors of this transformation process become,
€40 = PV €49 =PE/Y)
The error ¢ 40 is the probability that a hostile lrack is identified
friendly. The error ¢ 41 18 the probability that a friendly track is identified hostile.

Therefore, the error of the identification node of operationisa
function of the decision element's, conditional probability P(y/x) distributions, a
priori probabilities, P(x), noise condltions Ny and the processing time T 4 It also
is dependent upon the sarveillance error Ae

When atrackis identified hostile it is sent to the weapons modules
Mz and Mg. If friendly, module M,, is notifiedand the monitoring function is assumed
to cease.

e. Module M5 - Intercept Control Module

The function of thismodule is to determine the intercept coordinates
and weapons demand to destroy ahostile track. It then performs anyweapon coutrol
functions necessary to achieve the intercept. When module Msdetermines the weapy-
ons demand and intercept coordinates, it then is assumed to request module M6 to
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perform the assignment function, If the assignment function permits module Ms's

demand, then weapon control and intercept takes place.

Computation of the intercept coordinates for various weapons are
requested of the computer element until the optimum weapon-target intercept com-
bination has been selected. This trial computation and selection process is assumed
to take a processing time '1‘5. The error ¢ 5 of this process is defined as a non-
optimum weapon-target coordinate sclection. It is assumed that this erroris a func-
tion ol the noisc¢ conditions N 1‘5 (7731 1M g9s Mags 7734) and the processing time ’1‘5.
That is, the more trial intercept computations tried, the less probablewill be a non-

optimum sclection {(or error ¢ ’3)'

The final intercept control clfectiveness is then some function of

F
this error ¢ 5 and the surveillance node crror Ac on the target track,

f.  Module M6 - Weapons Assignment Module

The function of this medule1s to determine the proper assignment
of weapons to hostile tracks. These assignments are then communicated o module
Y| 5 for intercept control.

The assignment function canbethought of as changing the informa-
tion state of a track from the "hostile" state to the "wecapon" state via module M5

and MG'

The assignment cffectiveness depends upon the noise conditions
7 = . " infarmnts > - ‘\1 . LY
lg fb (n:“, Nyg» Nyg 7)34) on the material information from module o This
effectiveness can be related to an error of assignment in a similar maaner as the
errors of the previous modules. This erroris alsoa functionofa processing time TG‘
flowever, now this processing time is a computational process involving the assign-

ment or transportation problem of linear programming,

Tet,
a, = number of weapons available at location { (supply)
bj = number of weapons required at hostile track destination j (demand)
zij = number of weapons assigned from location i Lo hostile destination j
T cost of assigning one weapon from location i lo destination j.

Then, if the costs of assignment are linear functions, the assign-
ment problem becomes one of minimizing the total assignment cost CA subject to the
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supply and demand constraints. That is, module Mw seeks to minimize,
CA = e cij zij

subject io the constraints,

i Zij = a, i-1, 2, ---mlocations
z fl j=1,2 lestinations
T zij g )j j=1, 2, = - - ndestinations,

For example, consider the problem where two hostile tracks (n=2)
exist and twoweapon locations (m-2) have one weapon at cach location. In this case,
there exist four weapons assignment possibilities of which one may minimize the
total cost CA'

If module M“_ takes the time to perform the problem iterations in-
volved in the above assignment problem, the probability of an assighment error is
zero. However, such iterations take a certain processin, time 'I‘6 depending upon
the number of hostiles and weapons available and their operating status. Therefore,

the problem now arises to how much time T, module MG should take to periorm the

6
assignment function. That 1s, an optimum time delay - assignment error trade-off
also exists with this module in the same manner as with the previous modules. This

assignment error will be defined as € ,, and will he assumed to be a function of the

6
processing time 'I‘G and noise conditions Mg
Therefore, the effectiveness of the weapons assignment node of
operation is assumed to be a function of module .\15's CITor ¢ 4, module MG's error
> :
and the surveillance node error Ae. This combined error will he defined as

f L d
W (6'5, €6 Ae).

€6
C‘_

=

g, Time - Error Relationships of Transformations

From the preceding definitions of the information transformation
moduies, it ean be seen that the mmimum time and minimum crror goals of the sur-
veillance, ider tification, and weapons assignment nodes are dependent upon the noise
conditions existing on the material information (radar rcturns. flight plans, weapons
status) when the trackinformation state transformations tahe place. If decisioas are
made early (minimum time goal), before enough information has heen acquired and
processed, errors may result and the minimum crror goul suffers. I decisions are
dely ed to acquire and process more information to minimize errors, the time goul

suffers.
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Therefore, the noise conditions create the functional relationshins
between the time and error goals of each node of operation of the system,

In addition, these same noise conditions create cross-coupling
effects between module operations. This will be discussed in the following section
when the indirect relationships are developced.

It should also be noted that each track is assumed to be passed to
succeeding modules in a discrete manner after its information state has been changed.
This treats the tracks as discrete commodities as stated previously and eases the

analysic of information flow in the system,

4, Control Modules:

There are four control moduies, These are the senior surveillance
module Ms, the senior identification module MI’ the senior weapons module Mw’ and
the battle staff module MB.

Control can take the following forms in the SAGE model:

(1) Track Control

(2) Transformation time control

(3) Transformation sequence control,

Track control consists of the conirol modules determining which track
the transformation modules should process out of a number of existing tracks,

Time control consistsin determining when the transformation modules
should make a decision on the information state of atrack or when a decision shouid
be accepted from a module.

Transformation sequence control consists of the control modules deter-
mining how n tracks should beprocessed by the six transformation modules Ml’ Mz,
M3, M4, MS’ and MG‘

Track and time control is discussud in the sensitiviiy analysis section

of the report. Sequence control is discussed in the last section of the report,

In cxder for the control modules to perform the above control possi-
bilities, the input noise conditions on the material information must be known.
Knowledge of a priori probabilities of track iuputs and the conditional probabilities
of thetransformation module decision elements increases such control effectiveness




but is not alimiting factor. A priori knowledge of tracksis obtained from flight plan
status module Mn'

Control is also possible when the noise conditions are known and de-
cision delays under these conditions are known or specified. This will be discusser
in the last section of the report.

5. System Organization:

With the previous definitions of the inodule functional blocks the sys-
tem organizational structure can be developed. This structure should define:

(1) Communication paths between modules
(2) Command, confrol, and decision authorities and paths
(3) Information transformation sequences,

It should be noted that the organizational structure is developed from
knowledge of the above direct relationships between the modules, The indirect re-
lationships are developed after this structure is developed. Figure 15 shows the
basic module organization.

The control paths are shown from the control modules MB’ MS, MI’
and Mw to the transformation modules Ml’ MZ’ M3, M4, M5 and MG’ The track
information state sequence is shown through the transformation modules. Mate-
rial information required for these transformations is shown from the material
modules Mm’ Mn’ and Mo' Prediction information giving the noise conditions on
the material informationis shownfrom the material modules to the control modules,

Finally, two other assumed communication paths are shown. These
are the intergroup goal communication paths and the blocking communication paths,
The intergroup goal coramunication is assumed to kecp the priority and time con-
straints of each group compatible with the overall system criterion. That is, as
the weapon status and flight plan status change, these conditions may require track
priorities in various regions of the display to change. The blocking communication
is assumed to communicate the condition of atrack ortracks back topreceding mod-
ules. For example, in high radar noise conditions module Mz will not send a track
to module M 4 until the track information state is accurate. This means module M1
has to perform a monitoring function on new input tracks until M2 is free. When M2
is free, it is assumed to communicate to M 1and take the new track. This is defined
as blocking communications. This is discussed moue thoroughly in the next section,
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VIl. SYSTEM VARIABLES, GOALS, AND INDIRECT RELATIONSHIPS

The organizational structure developed in the last section gave the direct rela-
tionships between the modules. It now remains {o discover any indirect relationships
which might exist between the modules. This is necessary before the sensitivity of
any module's decision error or delay can be related to the system criterion.

For example, the weapons modules directly affect any interception errors ¢ W
However, the time delay of modules Ml’ M2, or M3 also could have contributed to
this error indirectly. The goals of each of the modules may also indirectly affeci
the criterion, Therefore, the establishment of such goals must be cognizant of how
such goals will affect the modules and finally the system criterion.

In this section, the concept of digraphs and matrix techniques will first be re-
viewed for finding indirect relationships and cycles of relationships in the module
organizational structure. Then the minimum time and error goals of the modules
will be defined. Finally, the digraphs showing some indirect relationships between
the goals, modules, and the system criterionwill be shown, These indirectrelation~
shins will more clearly define the blocking and goal communication paths shown in
Figure 15,

A. ACYCLIC DIGRAPHS

Once the direct relationships between the goals (constraiﬁts) and modules
and between the modules have been developed from the organizational structure, the
indirect relationships can sometimes be determined by directed graphs (digraphs)
and matrix techniques.

For example, consider the digraph diccusscd in the system analysis sention
and presented in Figure 16a.

Four elements of an organization are shown as nodes e, e,, ey, and e 4

1
For the moment, these elements may representa computer element, human element,
module element, or a variable of one of these elements. The goal for element e, is
also shown as a node gq- this goal may represent a time or error constraint of ele-

ment es.
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Figure 16a, Acyelic Digraph

The eriterionis sonic direct functionof the clements ¢, and ¢y and is shown
a5 node Co' The vectors shown between the nodes redpresent direct relationships
bhutween the nodes. If node i divectly allects node j in any manner, a veetor is drawn
hetween the nodes.

A connective or tlirst order direet relationship matrix C can now be defined
lor this ligraph, where the (i, j) entry of the matris is one if node i directly affects

node 1 in any manner.,

C, 8 ¢ ¢ ¢ ¢

o
gy |00 0 0 1 0
C=rc¢ [0 0 0 1 1 0
e, O 0 0 0o 0 1

c., 1 0 0 1 0 0

¢ 1 0 0 0 0 0

All ot the nth order indirect relationships can now be detected by perform-
i Y 1

ing « logical or hoolean matrix product of this first order matrix,

The boolean product A A B of the hoolean matrices A and B is that hoolean

matrix whose (i, j) entry is

A a.,. ADb, .
‘/k (qlk b!q)




where V and ‘A in this expression denote the boolean operations of max and min re-

spectively, Boolean sums and products of boolean matrices are formed in the same

manner as ordinary matrix sums and products except that + is replacad by vand X
5)

by A .(

Therefere, the nth order indirect relationships of the above graph aregiven
by

C, = Cy AC (12)

where the boolean matrix multiplication is denoted by A. For ex. .aple, the second
2 . . .
order (n=") indirect relationships become,

Co 83 € & e e

e 1 0 0 1 0 1
C2=C/\C=e2 1 0 0 0 0 0
eq 0 0 0 0 0 1
ey 0 0 0 0 0 0

Thus, from 02 we see that
g3 affects C_ via its effect on element e,
e, affects C

[

via its effect on element e
e, affects e, via its effect on element e
affects e, via its effect on element e
affects C

eg affects e 4 via its effect on element €y

Third and fourth order relationships can be found in a similar fashion of

e

[ SN
o'w o o o
RN O

e via its effect on element e

matrix multiplication. There exist no fifth order relationships and the only f rth

order relationships are gg—> eg—> e, —> e, —* C o and ej—>e;—"¢e, >

e 4———+Co. The matrix multiplicationis carried out until all elements of the matrix
are zero, This then gives all the indirect relationships. In thc case above, this

would be the fifth order matrix C. = O,

5
These relationships are readily seen from the graph. However, for com-
mand and control systems, suchas SAGE, the detectionof these indirect relationships
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is not always possible from visual investigation of the direct relationship graphs.

In this case, such matrix operations can be performed by hand or simulation.

tt should be noted that the digraph shown contains no cycles of relaticnships
and 1s therefore defined as an acyclic digraph. In the case of acyclic digraphs, the
Cn matrix wiil eventually go to zero. Howcever, when cycles exist in the indirect
relationships, other means must be utilized to first detect such cycles and then re-

duce the digraph for analysis.

B. CYCLIC DIGRAPHS

Frequently, in command and control systems, cycles of indirect relation-
ships exist in the system's digraph. Detection of such cyeles is important for two
reasons. First, if the cycle is isolated from the rest of the system, its goals can
be estallished independently of the other elements and goals of the system. Also,
the sensitivity analysis, relating this cycle to the overall system eriterion, can be
carried out independently. Second, if cycles are connected or related to the other
elements of the system, these cycles and the clements of the cycle cannot betreated

independently from the rest of the system when developing the sensitivity analysis.

We now showa method of detecting single cycles by considering the simple

cyclic digraph in Figure 16b.

(= (e2)

Figure 16b, Cyclic Digraph




The corrective or first order matrix for this digraph becomes:

e 1 0 0 1 0 0

e 1 0 0 0 0 0

A procedvre for finding the cycle (or residual matrix) of the above digraph
is given in reference (8) and demonstrated here. 'The steps of the procedure are:

(1) Check every row in the matrix C whose entries are all zero. If the ith
row is a zero row, delete this ith row and the corresponding ith column
from the C matrix.

(2) Check every column in the matrix C whose entries are all zero, If the
jth columnis a zero column, delete this jth columnand the corresponding
jth row from the C matrix.

(3) Continue the above two steps until no zero columns or rows are left.
The residual matrix will contain the cycle of the digraph.

For example, in the given Cmatrix the first row is the zero row. This row
and the corresponding first column are deleted, giving:

3 &

g0 0 0 1 0

ey 0 1 0 ¢ 1
ey 0 0 1 0 0
e, 0 0 0 0 0




Next we see that the first column and last row are a zero column and row.

The first row and column and the last row and column are now deleted, giving:

1 % C3
e, [0 0 1
ey 1 0 0
eg 0 1 0

This is the residual matrix of the digraph which represents the cycle
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The above shows a simple example of one cycle of relationships existing
in the system's digraph. As will be shown, the SAGE module digraph can be one
which contains a number of such cycles or closed loops, two or more "tangent' closed
loops with common nodes, and various other combinations. These complicated cases
still remain a problem in digraph theory and represent possible future work., Such
problems have been investigated extensively by Harary. M

C. MODULE VARIABLES AND GOALS

The variabies of each module!s operation were discussed in the previous
section and are briefly listed below:

(1) Track order
(2) Track transformation times 'I‘l, Tg, T3, T 4 T5, T6
(3) Track transformation errors ¢ 1 €or €30 €4p €55 €

{4) Material information noise conditions 1) 1 Mo Ny iy g Mg

The free or controllable variables of the modules comprise all but the last.
As can be seen, the main variables of each module's operation are the time, error,

and order variables.

Achievement of the system criterionis a functionof the time delays, evrors,
and track orderof each modulz, In orderto see the indirect effectsof each module's
variables on the other modules and the system criterion, we can consider two ex-
treme goals or constraints for each module, These are a minimum time goal and a

minimum error goal.




A minimum time goal is defined as constraining the processing (a decision)
time on a track regardless of the iioise conditions. This means a decision must be
made within some processing time Ti when the module starts processing the track,
The minimum time goal can be seen to favor early interception of hostile tracks and
is defined as eifective in this sense. However, it may also resultin decision errors
when noise conditions are high, since decision times are constrained. This mayre-
sult in identification errcrs and the interceptionof friendly tracksand thus ineffective.

The minimum time goals for the modules have the advantage of reducing
the blocking effects between modules under high input rates or noise conditions. This
means that the sensitivity analysis would develop the loss rate due to errors and
module delays within the system. That is, the probability of tracks being processed
on a first come - first serve basis would be high and any delays due towaiting lines
(queues) would be small.

A minimum error goalis defined as constraininga module's decision error
within some confidence level regardless of the required processing time. That is,
a decision on a track is not made until enough information has been processed to
assure some level of confidence, The minimum error goal results in a low level of
per track errors but would result in high loss rates resulting from hostile tracks
not being processed early or not processed at all,

The minimum error goal results in blocking effects and waiting lines will
form in front of the modules and system. Now the waiting line delays must be con-
sidered as to their effect on the system criterion.

Therefore, it can be seen that optimum time-error trade-offs exist for each
module. In addition, these are different for different track classes. That is, each
track will have a priority function associated with it that gives the order in which it
should be processed with respect to other tracks and the time that should be spent
on it.

These priority and time constraints change continuously with the perform-
ance statics of the system and on-line with the decisions which are being made, We
now cunsider the indirect efiects that may exist due to such priorities and lime con-
straints on the module operations,
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D. SAGE INDIRECT RELATIONSHIPS AND DIGRAPHS

The previous sections have treated the tracks as discrete quantities (com-
moditics) with discrete information states to make the decision sequences of the mod-
ules morc clear. The indirect relationships can also be more clearly seen if this

assumption is again made,

1. Single Module:

Figure 17 shows a digraph representation of these modules, We will
firstdescribe the single medule Mi in general terms before preceding to the multiple

module digraphs.
Module Time Constraint

g
KTE_’ Ti+|
Constzzint Effect
Delay Effect Delay Effect
y Module 1
My M i1
___./ ,/ \
Blocking Effect Blocking Effect .
Yl Y = Track j+1
Niml Reéi:xrl‘:;mt no= Noise Effect Nl

Figure 17, Module Digraph Representation of Interrelationships

Alodule Mi is shown processing track tj' The time conslraint for pro-
cessing this track is shown as node g i The resaltant error (rom processing this
frack is node . i The existing noise conditionson this track is shown as U There-
fore, under noise ~onditions ni, medule Miwill process track ti" If noise conditions

are low, it may coemplete processing track ti within the gp. constraint and puss 1t to
] i




module Mi+1 with an error € If noise conditions are high, module Mi can take up to
time gTi and thenmust make a decisionand pass the track. The resultanterror € ; may
be higher in this case. Therefore, theerror ¢, can be seento be a veriable function

of the noise conditions n; and either the processingtime ’I‘i or the time constraint gp. .
1

2. Multiple Modules:
When each of the modulcs are processing a track or tracks, cross-

coupling effects can effect the module performance.

Consider the Mi-—-v Mi+l——> €41 relationship. This is an indirect

effect on the error ¢ i+1 due to a delay. That is, if track tj is delayed by module Mi’
it may reach module Moy
within time gTi+1' If noise conditions 17i+1 are high, this results in an error ¢

late. Due to the time constraint, Lj has to be precessed
i+l
or track tj. Thus, we define this delay effect as having a direct effect on module

Mi+1 and an indirect effect on the error €;

+1°

Consider the Miﬂ—-Mi-—oei relationship. This is defined as a
blocking effect. When module Mi finishes track tj‘ it will send it to module Miﬂ'
[owever, if module Mi+1 is busy processing track t.+1, then module Mi may not be
able to pass track Lj' In this case, blocking occurs. If track tj is still within the
time constraint gTi’ then such waiting is permissable. However, if the processing
time limit on track tj has been reached, then a decisicn has to be made for module
MiJrl to pass track tj+1
track tj. As can be seen, if module Mi continues processing t. past the time con-

and accept track tj or for module Mi to continue processing

straints, it may improve the error €; if noise conditions n; are high. Thus, the
blockirgeffect is defined as having a direct time delay effect on module Mi and an in-
direct offect on the error €5 of track tj.

It can be seen that suchlogic can be extendedfor a number of modules.
For example, module Mi-l had an indirect effect on the accuracy of module Mi+]
when processing track th by its delay effect via module Mi' Also, module '/Ii+1
has an indirect effect on module Mi-] by its blocking effect on module Mi whica, in
turn, effects the blocking of module M,

The above has described strong blocking effects. Weaker blocking
effects might be defined* “en module Mi had to process bothtracks t, and tj 1 (This
might be the track monitor module M? in the SAGE system.) \When M, finishes
processing track tj 1’
can now concentrate on tj' This is defined as a weak blocking effect when a module

then module Mi may no longer have toprocess hoth tracks but

63




has to time share its processing time between two tracks. That is, track 1:j may
have to wait until ;"j +1 is processed. If a time constraint exists for tj, its accuracy
is affected.

3. SAGE Digraph:

We now consider extending the general module descriptionto the SAGE
system and developing its digraph, Figure 18, The control modules Ms’ MI’ and
M W and the height finding module M3 arenot shown for simplicity. The control mod-
ules can be thought of as continually changing the goals shown. This would be done
contiruously as the system operates and decisions are made by modules M 1 through
MG' This requires the iniergroup goal communication shown in Figure 15,

Module Time Consteaints

g ¥ L2 I}
T, T, Ty Ty

EQ

Average Number \
of Tracka Waiting  \

N
~
ey
Systom Criterion

Figure 18, SAGE Digraph Showing Indirect Module Relationship
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Achievement of the system criterion is shown to be directiy a function
of the average number of tracks waiting to be processed L, the tracks lost in noise

€,=€ the identification errors e 4= (€ 40’ € 41)’ and the weapons effectiveness

(errorsl)le wo fw (€ 5 € 6)‘

Each of the material information modules Mm, Mn' and Mo are shown
directly affecting the corresponding transformation modules. The time constraints
(goals) are also shown directly affecting eachof the transformation modules and in-
directly affecting tneir errors ¢ {

A track is shown being processed by each module. One track tj is used
to represent one or a number of tracks. However, to discuss the indirect effects it
is much easier to talk in terms of one track. The effects of the time conetraints
and noise modules on the track transformaticns has been discussed. Therefore,
only some of the iessapparent effectswill be briefly explained for this SAGE digraph.

a, Module M 1

M1 affects the number L of tracks waiting to be processed. Mod-
ule 1\’12 affects when track ty can be sent to module M2. If noise conditions n 1 are
high on lrack tys then M 1 must perform the monitoring function until track t3 has
been processed.

b. Module M2

M2 hasa time delay effect on module M 4 and thus anindirect effect
on its error e 4 It also has a direct effect on this error, This direct effect is due
to module M, performing the coordinate determination (monitoring) for track ty.

This dircet effect is shown by the vector ¢ P and Y

Modules M 4 and M5 affect Mz's processing operation by the time
sharing effect previously discussed. That is, when module M4 identifies track t,} as
friendly, it canbe dropped from the system. Mcdule M2 can then stop the monitoring
function on track t, and concentrate cn track t3. Module M5 has a similar effect.
Whentrack t1 is identified friendly by visual contact from an interceptor, it can also
be dropped from the system. Also, when intercept has been made with a hostile
track "1’
time delay of module M5 directly affects module M2 . This direct effect is shown by
Ms
This is shown by M5 — M4 — MZ'

module M 5 can stop its monitoring function. Therefore, the processing

-—~Mz. It also has an indirect blocking effect on module M2 via module M 4
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It should also be notfed that module M2 has both an indirect and
direct effect on the error € o The indirect error effect is due to its time delay
effect. This is denoted as Mz—-* M3—-—'-"M5-—-*Iv16 -—'Ms—’ew. That is,
track: 1:1 must travel this sequence before a weapon is assigned. Ifadelayresults
at Mz, then less time is permitted for module functions Ivi5 and 'M6 due to the time
constraint g . This may result in an assignment or weapon selection error. The
direct effcet is via the monitoring function that module M2 performs for module M

5

on track tl. This error A:also affects thetotal effectiveness error € This direct

ot T o
effect is shown by ¢ g€y

¢, Module M 4

Module M 4 affects when module M2 can stop monitoring track t2.
M 4 has a timedelay effect on module M5 and thus an indirect error effect on ¢ W' It
also has a direct error effect on ¢ w This is due to the probability that a friendly
track may be identified hostile and destroyed. This direct effect is denoted
€4—>E

Module M 5 affects M 4 by its visual identification processof unknown
tracks. When track t1 is identified by M5, module M 4 can cease attempting to iden~
tify track t and can concentrate on track t2' This was earlier defined as a weak
blocking effect and is denoted by M —> M4.

d. Modules M, and M,

Module M5 has atime delay effect on module M6 and the above weak
blocking effect on M 4 Module M6 in turn has a time delay effect on MS' That is,
intercept cannot be performed by M 5 until the assignment function by M6 has been
performed. Both of these modules effect the error € directly.

e. Track Order Variable and Digraph "™~oresentation

The indirect relationshipspresented above referred toonly the de-
cisien time delay and error variables of the modules, The other variable which is of
concern inthe digraphsis the track order variable. This requirespriority functions
to be established for each track in addition to the track time constraints BTy The
priority functions and time constraints change both inan off~line and an on-line resl
time manner. To understand this on-line changing, the system information pattern
must be defined,
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The information pattern of the system at any time defines the in-
formation state of each track or iracks at each module. (This is the pattern which
the battle staff module MB is presented at any time.) The informatizn pattern also
includes the radar, flight plan, and weapon status information stales or noise con-
ditions. This information pattern is a result of previous module decisions ard in
turn affects the succeeding time goals BT, and track priorities of cach module.

For oxample, when a track is identified friendly by an interceptor
two effects result in the system. First, modules M2 and M 4 °an cease with the
monitoring and identification functions. This is defined as increasing the monitoring
effectiveness for other tracks in the system, since time sharing betweena less num-
ber of tracks results. It also decreases the time delay of new tracks processed by
M2 (sent from M 1) since time sharing is again decreased. This first effect is the-
time-error effect discussed in the preceding paragraphs.

The second effect concerns the priority and time constraints. The
coordinates of the above interceptor have changed during the identification process.
Thescnew coordinates are defined to affect the priority and time constraints of mod-
ule Mz. That is, with the interceptor in one position region of the sector, its effec-
tiveness in other regions is decreased. This then aifects the priorities of tracks in
these regions and the allowable processing times gT1 for decisions.

The change of module M2's goal BTy is defined to be indirectly
affected by weapons status module M o via the control modules M, and Ms' That is,
the senior weapons module Mw collects the weapon status information (interceptor
position) from M0 and communicates this information to control modules M s and MI
which in turn change the priority and time constraints or goals BTy for their trans-
formation modules Ml’ M2, and M 4 This communication is defined as the inter-
group goal communication path shown in Figure 15,

If atrack isidentified unknownor hostileat any time by module M 4
it canbe seen that thisdecision immediately affects the operationof modules 1\’.{' and
MG' This decision also affects the priority rule and time constraints of modules M1
and M2‘ That is, based upon a priori probabilitics of cnemy raid patterns, tracks
in regions of the display may change in priority, This then increases the processing
time in some display regionsand decreases (blocking effect) the processing of tracks

in other regions,
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Therefore, as decisions are being made by the modules, these de-
cisions may be allecting the succeeding time constraints and priorities of the other
module track decisions. To simplify the digraph represeniation such relaticnships
were not shown,

4. Conclusion:

The digraph for the SAGE system demonstrates how the indirect rela-
tionships existing between the decision makers might be modeled and discovered
from known direct relationships. The industrial control system analogies permit
the tracks to be handled discretely in digraph formulations. This aids the detection
of indirect error and delay relationships.

Further work is required in digraph and matrix techniques to system-
atically detect the cycles of relationships in the system. Also, how to model the
effects of changing information patterns in digraph form for a number of different
tracks of different priorities still requires further study.

The sensitivities of priority function and constraint changes to the
system criterionmust be known before such changes can be correctly made for suc-
ceeding system operations. The sensitivities must includeall the indirect effects on
the other module variables of the system. This is because oue module's operation
may not only affect the system criterion directly, but, as shown, may also affect it
indirectly via its effecton other module operations. This is why such indirect rela-
tionship analysis is important,

When a module’s sensitivity to the system criterion is known, its
constraint ~r goal gTi and priority functions, for different track classes, can be
changed correctly. This change decreases the overal’ loss of the system the next
time the system operates under similar track situations (or information patterns).

The sensitivity of the moduleoperations tothe system criterion is
developed in the next section, where the errors e 1 €g and €w and the average
number of tracks waiting L are related to the system criterion loss functions.
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VIH, SYSTEM SENSITIVITY ANALYVYSIS

The sensitivity analysis is the next step in the systemanalysis procedure. This
analysis relates the effects of the module goalsor constraints and the module varia-
bles Lo the overall system criterion. These variables are track processing times,
errors, and track processing order. They exist in each node of operation. There-~
fore, similar problems exist in each node of operation of the system.

The decisionelements of the surveillance modules must make accurate decisions
in time intervals not so long that the information state of a track will eveniuully
be received by the weapon assignmentmodules too late for effective use. The senior
surveillance module M s must allocate the times spent on each possible track, and
the transformation modules Ml’ M2, M3 must devote these limes according to some
optimum ordering.

The same problems are faced by the identification modules M1 and M 4

The weapons assignment module M, must allocate weapon-resources for hostile

6
tracks andtherefore is cognizantof rules of ordering. Finally, the intercept control
module M 5 must alsobe cognizant of rules of selection when determining the weapon

demands,

Thus, it is seen that the three nodes of operation present similar problems of
optimum procedure. It was also seen from the last section that these nodes of op-
eration are cross-coupled. This makes sensitivity analysis difficult.

The ultimate purpose of the sensitivity analysis when the variables havebeen de-
fined isto permit the establishment of optimum procedures withinthe nodes of opera-
tion, Since such modeling must be mathematical incharacter, it is evident the - opti~
mization must be carried out with respect to a gquantitative loss criterion. When all
figures of merit orloss have been defined for each node of operation, the sensitivity
modeling is complete from a mathematical standpoint.

The first section of the sensitivity analysis considers the loss functions for the
module decision errors under the various noise conditions. A strong minimum or
constant time constraint isutilized so that delay andblocking cffects can beneglected.
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The second section then discusses these delays and blocking effects by consiaer-
ing a strong minimum error constraint for the decision processes.

A, SENSITIVITY ANALYSIS OF NODES OF OPERATION

The loss functions must be established for cach node of operation and must
be cognizant of the interrelationship between the nodes. If time constraints are es-
tablished which permit neglecting the blocking effects, the sensitivity analysiscan be
performed by treating only the direct relationships beiween the nodes of operation.

When the direct relationships of the system exist only in a forward sense,
it means that any mathematical modeling for the purpose of sensitivity analysis should
begin witi: the interception and weapons assignment node and be carried backwards
through the system to the surveillance ncde,

The conventional approach of considering SAGE module functions in the order
by which a giventrack is acted upon is not satisfactory for the purposes of establish-
ing loss functions and 3ensitivily analysis.

The interception node wiil be the starting point of the sensitivity analysis
and will be regarded as an integral part of the system, for it is the objective of the
system.

1. Weapons Assignment and Interception Nodes of Operation:

The criterion of the SAGE system was defined as the protection of one
city and the prevention of erroneous intercepts with friendly aircraft. The intercep-
tion resources for this criterion consist of two tactical interceptors.

Since theoverall criterion of the system is to protect the one city, it is
considered that there is a loss of unity when the enemy carries out a successful at-
tack on the city. We also assume that the enemy may do this an unlimited number of
times, i.e., the city can be "destroyed” many times. This is in recognition of the
fact that, in reality, there are many important targets which the enemy might attack.

There is also a loss associated with the unintentional destruction of a
friendly track, but this loss is difficult to fix quantiiatively because its relationship
to the defense of the city is complcx and not singular and possibly even nonexistent,

For example, there is litile apparent loss, from the point of view of
war values, associated with the destruction of a commercial airliner. It would ap-
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pear thatsuch a loss couvldbe equated with the loss ofa miniscule; portion of thecity,
for example, an apartment building. On the other hand, there are other considera-
tions, having little to do with conventional war values, which wouid suggest that
greater importance should be associated with such an error. This extreme is re-
laxed by assuming wartime conditions, so miniscule weight will be attached to such
an error for the purposes of the present discussion.

It is even more difficult to attach a quantitative loss to the destruction
of friendly military craft when such crafi are not implicated in the defensive arm,
When the craftare part of the offensive capacity, the loss must be based on the com-
plex relationships between the offensive and defensive phases of strategy.

These considerations are included here to make clear the basis for the
quantitative values which modeling and analysis of SAGE depend on.

Yor the purposes ofthismodel, the possibility of destroying commer-
cial aircraft will be disregarded, anda loss ¢ will be associated with the destruction
of any friendly military craft not engaged in defense.

In order to further develop the interception model, we shall assume that
the "attack'" command is glven with anaverage frequency 7\ The nature of the track
is indicatedby a flve-vector R which contains the three posmon coordinates, the head-
ing, and the velocity, We let the letter F designate friendly, H designale hostile,
and N designatenonexistent tracks. The five-vector T will designate the actual esti-
P’uie of_ﬁ which is presented to the interception system. The error is then Ze =

R-r. In this manuer, then, we speak of certain joint probabilities which express Lhe
reliability of the information presented to the interceptors:

- = - -» -» -
PR, H|v, H) PR, F|r, H) PR, N|r, H)

These are functions of the module decision processes discussed ea. lier,
and the a priori probabilities of hostile, friendly and nonexistent tracks.

If the track is friendly or hostile, then four things can happen in the
target-interceptor encounter, We let

DD designate "hoth target and interceptor destroyed"

DS designate "terget only destroyed"
SD designate "interceptor only destroyed"
SS designate "neither destroyed."
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If the target is nonexistent, we shall think of the encounter as "DS".

We will assume that friendly targets have the same defensive policies
and capabilities as hostile targets. We also assume that, when the interceptor is not
destroyed, there is adefinite mission time L(.r.), a fixed function of -1? When an inter-
ceptor is destroyed, we assume it is replaced thereafter in a time interval dt with
probability pdt. (This means that the probability it hasbeen replaced t seceunds after

it should have returned is 1 - ¢ Pt,

We assume various vrobabilities for the resuits of infercepiion. If (he

target is friendly or hostile, we have a set

- -» > -» - - —»> -
P(DD|R, r) P(DS|R, r) P(SD|R, r) P(SS|R, r).

Actually, the same question of whether or not the interceptor was de-
stroyed can be answered by a probability distributiop on the amount of time it takes
to return, since the replacement of a destroyed interceptor can be regarded as the
return of the intercepior. Thus the probability that an existent target is desiroyed
51:1(1 thf. interceptor returns between t and t -+ dt seconds after mission start, given
Randr, is

> -»

P, t|R, r)dt

and the probability that the target is not destroyed is

- -»

P(S, t| R, r) dt.

If the target is nonexistent, there is only
- —»

P(D, t|R, r) dt.

Since we are examining the interception node, we allow no possinility
for an "attack" command being given when no interceptors arc available. Also, be-

cause of the nature of tiic “weagone in question, we will assume that a target which is
not destroyed ia the {first encounter with an interceptor will not be destroyed at all.

-3
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There is a definite expected loss associated with the assignment of an
interceptor to a particular target. If the target is friendly, then the loss is « times
the probability of desiroying that target. We associate a loss of 1 wita ahostile tar-
get which is notdestroyed either because interceplion failed or no attempt was made
to intercept.

In particular, suppose that in a given time, W possible hosliles are at

hand, n of which areattacked by the intercepters. The estimated coordinates of these
- -p -

targets at the time the attack commands were given are Ty, Ty ====T. In sucha

case, the estimated loss associated with the N targets is

N

1 Y - -»> -»> -»> a4 > -» -»
P(R., H| r., H)dR, * P@R,F.| 1., I P, t|R,, r.) dtdR,
iE:nH—j; ®; lrl )Ry ai-i’l_f;(illll ){ @, t| 11i) i
R R
N -» -» o - -» -»
+), PR, H|r, H) [ P, t|R;, ) dt dR,, (13)
i=1 0
R

Of course, the analysis of the interception node must take into account
the rule by which as.ignments of interceptors are made by modules M5 and MG' Un-
fortunately, this rule will not be verv simple, regardless of what assumptions are
made, because certain types of tracks will have priority. Thus the problem is not
that of simpleservicing of equivalent situations. Certain types of tracks will not be
attacked at all, for the probability of destyoying them would be much less than the

probability that a new track will appear while the interceptor is engaged.
-
We will define a function A{r) which wiii fix the priorities on various

tracks. When several tracks might be attz_lfked, one would choose to attack the track
-

for which A(r) is maximum. The rase A(r) = O will indicate that the track is not to

be attacked under any circumstances,

It should be emphasized that the priority rule, as a function on -1?, v uich
is the estimated coordinate vector ai the time lhe assignment is made, appears to be
the proper assignment criterion for the weapons. Iftrack A has priorityover track
B,_' and B has priority over C, tlﬁn it is clear that A has priority over C. While
A(r) is explicitly a function only of r, it is implicitly a functionof all governing statis-
tical rules of the situation.
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Another point bears emphasis. Thecoordinates -;and'ﬁ whichhave been
referred to in this section designate the estimaied and real coordinates of tracks at
the time an assignment is to be made, i.e., when there are unassigned tracks pres-
ent and an interceptor is available. It is understood, of course, that the actual tar-
get coordinates are concinually changing,

It should aiso be remembered thatthe probability functions thus far dis-
cussed are insufficient todefine A(-r’). This is true hecause A(-r’) must be influenced,
in part, by the statistics withrespect to changes in the number of tracks and changes
in the coordinates of tracks.

To outline the additional information that is necessary to define A(-;) , as-
sume that the average rateof arrival of tracksto the weapons node from the identifi-
cationnode is J\ v and that the probabilityof a new track occurring intime d 1s7\ dt.
There is a pronamnty distribution on r q(r), which expresses the probabilitzes that
the initial locations of the tracks are atT. There must also be a rule to describe
how'x.- changes for a particular track. This would be a Markov-type rule, P[-I‘.(tz) l

Tt

Then, for a particular A(r), and given the set P(R H|r H); P(R F|r H);
P(R Nlr H) and the set P(D, tIR r), P(s, tIR r) it would then be possible, at least in
theory, to calculate the following:

{Rate at which hostiles are nof intercepted) + (Rate atwhich hostiles are
mterceptedbut not destroyed) + o X(Rate atwhich friendlies are intercepted and de-
stroyed), which is the average rate of loss in the weapons assignment and intercep-
tion nodes,

Of course, it is not possible tocalculate these ratestheoretically, The
obvious machine-servicing type model is inapplicable here, even in an elaborated
form, because of the probability law which governs the return of an inferceptor for
new assignment. The knowledge of the approximate time that interception will take,
given—r’ and the assumption that the interceptor is not destroved, is a vital con-
sideration in the weapons assignmeat problem which should not be ignored by assum-
ing some conventional servicing model in order to ease analysis.

To summaiize this section, it is suggested that the proper rule for the

-
weapons assignment module M6 is a priority law, A(r), which is applied to tracks
identified as hostile whenever an interceptoris available, This priority law must be
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established by simulation sinceit is a complex function of the statistics of the infor-
mation presented to moduie M , and the statistics of interception. The information

presented to the weapons assxgmnent node by the identification node is expressed by
a set of prohability densities:

-» -» -» - —- -»
PR, H|r, #) PR, Flr, ) P®, N|r, H),

the average rate ?\w and the probabilily density q(?). These express the frequency,
initial location, and accuracies of the tracks identified as hostile which arepresented
to the weapons assignment node of operation, The rate of loss due to the weapons
assignment and control functions of modules M5 and M6 is Lw’ and is a function of
these five entities.,

2. Identification Node of Operation:

It has been shown how the quality of the information passing from the
identification node to the weapons assignment and control modules actually deter-
mines an average rate of loss, I, W’ associated with the interception process., This
rate of loss is a function of the frequency, )\ , With which the "hostile" notification
is given, the probability distribution, q(r), of the initial coordinates of the tracks
identified as hostile, and the conditional probability distributions

- —-» - -» -» -
PR, H|r, H PR, F|r, H PR, N|r, H).

Since the operations of the identification node determine these factors,
it is clear that the proper evaluation of the identification node must involve, at least
in part, the loss rate Lw’

The otherpart of the loss raiepertinent to the identification nodeis LI’
which is theaverage rate at which "hostiles' are identified as "friendly" and ai owed
to pass as such. Thus the identification node seeks to minimize

LI + Lw.

It is useful at this point to describe qualitatively how the three factors
determining Lw influence Lw. The influence of Aw is clear. The greater the fre-
quency of the "hostile' signal to the weapons node, the greater Lw'
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The probability distribution q(r) determines, in essence, how much
-
time isavailable for interception. Thus Lw will be lesstc the extent that q(r) favors
position coordinates which are near the outer boundaries of the defense sector.

- -» > -

Thethree conditional probability distributions P(R, H]r, H); P(R, F|r,H);
and P(E, Nl-r’ H) express the accuracy of the information presented to the weapons,
node, To the extent that nonexistent targets are identified as hostile, Lw will in-
crease due to wasted interceptiontime, To the extent that friendly tracks are identi-
fied as hostiles, L will increase due to wasted interception time and desiruction of
friendly cratt, Aleo to the extent that r differsfrom B (this is beyond the control of
the identification ode), LW will increase due to the lesser probability of successful

interception.

To further define the hypotheses concerning the identification node, we
assume that, when the identification procedure :s started for a particular track, T 4
seconds are spent by module M 4 correlating that track with logged data, after which
time a decision "hostile' is made if it i3 ever to be made for that track. This "con-
stant time' constraint or goal (g7 N for module M 4 Was discusscd in the previous

sectioii.

It is necessary to distinguish two cases. These are the cases where
the average frequency of arrival of tracks to the identification node, RI, is less than
or equal to 1/T 4 and the cage where J\I >1/T,.

In the cage 7«.[ é 1/T 4 all tracks may be processed by the identification
node on a "first come- f{irst serve' basis, with only apriority ruleto govern achoice
among several tracks (we ignore the possibility that a track may not beprocessed at
all due to high velocity; the priority rule would tend to favor such a track in any
case). In such a situation, it is clear that LI is accounted for only by tae failure to
identify hostiles as such upon examination. This can happen in two ways., First, the
logged flight plan information itself may be incorrect, and may coincidentally cor-
relate with a hostile track. Second, a hostile track might correlate more closely
with correct logged information than the relevant friendly track. The former pos-
sibility is soimprobable that it will be ignored; the latter is a real possibility, given
intelligence on the part of the enemy.

Designate by r theestimated coordinates of a track when it is received
by the identification node, and let the probability distribution of r, be Q(r ). Also
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assume that there is o probability 3 = f3 (r ) that a given track is hostile although it
correlates with correct logged data. Then

=0y [ BE) Q) (14)

I‘
o]

is the rate of loss associated with identifying hostiles as friendly.

It has been remarked that the operations of the identification node in-
flucnce the rate of .oss L thwugh three types of performance characteristics;
q(r) 7\ ,» and the set P(R le H) P(R I‘|1 H), and P(R, "*l-;, H). The latter two are
determ ined by thenature of the information deliveredhby the surveillance nodeand the
time T 4 spentin identification on a given track. Only the first characteristics, q(}.),
which is the probability distribution of the tracks identified as hostile al the time this
identification is made, is influenced by the priority rule in the identification node,
The priority rule should be adjusted so that q(.r.) is such that Lw is minimized. Ex-
pressed in simple, qualitative terms, this means that higher velocity tracks initiated
at points from which attack is likely should receive priority so that sufficienttime is
allowed for interception.

Of course, it is not possible to develop the optimum priority rule by
completelv analytical means. It is a simple matter, however, to place a theoretical
upper limit on qz;) by assuming that the incidence of new tracks to the identification
node is suchthat eachtrack is processed immediately upon incidence., This situation
is approached for RI << /T 40 OF for the condition 7\I <<n 1/’1‘4, where n is the num-
ber of module M 4 identification channels. Let us define

-
Iy
P(H! 10)

as the probability that a track is identified as hostile, given its original location at
13’0 . Then

P(, ?o) = P(H |'r'o) Q(-;o)

- -+ -»
P(H) = P(Hlr ) Q(r ) dr
_f. |7,) Qlry) dry

r
o]

-
-~




So
_. P(L, > ) pailT) o)
Pr_|1l) = o - o0 (15)
ol T P PUIT) Q) dr.
{» o (0)(10
(o]

- . s 3 -. .
The probability that a track identified as hostile originated in dro is
pf’ | g
r {il) ar .
{ro i) ar

We seek theprobability that a track identified as hostile isin cell dr at
the time of identification. Let us associate with each T a vector AT such that™ - X
is the estlmated coordinate vector for the track T seconds before 1dentifxcatxo'x.
Since T contains velocity andbearing information, Ar isa deterministic function of T
In this case,

o - b Al = B T -AT) Q@ - AR e
qr) = P(r - Ar{ll) = e {15)
f_. P(H|r ) Qfr ) dr

T
[0}

We ave also able to estimate >‘w under these conditions:

A, = AP = A

PH'-‘. Q-‘. 1-. 17
- (ir) Q) dr a7

S
o v

The conditional pr obablhty P(le ) is, we are remiided, the probability
that a track which originated at ro in the ,tdentifxcatlon node is identified as hostile,
This prob'lbmtg, should be expressed in terms of mme fundamental characterzstlcs.
Let 11(1 ) be the probability thata track originating at r, 1s hostile, f(r )} be the prob-
ability that atrack 01 iginating at r is friendly, and n(r ) be the pr obablhty that a
track originating at ro is nonex1stent Obviously,

— - —
h(ro) + f(ro) + n(ro) =1,
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Let & (ro) be the probability that a friendly target originating at r, is identified as

hostile. Then,
PaIlT) = [1-8(F )] h(T) + P(T) ) +n(T) (18)

where it is assumed that all nonexistent tracks arc identified as hostile.

- > - >
It is also possible to express the set P(R,Illr,n); P(R, Flr,); and
-» -
P(R,Nlr. 1) in terms of more hasic factors. We may assume that

- - > = -
re, uly, my = pRIy) paly, m
- - > -»
PR,Fle, m - PRID pEIT, m
- - > - -
PR, N|r, 1) = PRIy P, ). (19)

The probability thata track is nonexistent, given that it has been identi-
-» - 3
fied as a hostile at r, can be taken {to be n'(r - A—;). The probability that a track is

. . . . . . - . & -
friendly, giventhat ithas been identified as abostile at r. will be designated 7 (r - Ar).

Thus,
- —- - ,-» - -» e
P(R, il r, ) = P(RI r) [1-n(r-Ar) -7 (r - Ar)]
-» - > > > -»
PR, Flr, m = PR|r) 7 [r - Ar)
- - > > - >
PR, Nlr, ) =  PRIv)n'@ -4 (20)
- - -» - -
where, 7 (v) = M—- and n'(r) = -—E(El‘— (21)
P(iT| D) D

We arenow in aposition to recapitulate the critical characteristics per-
tinent to the identification and weapons direction-interception nodes which establish
the overall rate of loss of the system. This is under the assumption that the identi-
fication node has sufficient capacity to process each track immediately upon r cep-
tion from the surveillance node, The critical characteristics are:

—'
Q(ro); the probabhility distribution of the track coordinates at the time
they are initiated in the identification node.

-
5] (_1'.0); the probability that ahostile track initiated at r, is identified as

friendty.

h('r';); the probability that a track originating at.;o is hostile.
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Jo('{o); the probability that a friendly track initiated at?0 is identified

as hostile.
- >
f(ro); the probability that a track originating at LA is friendly,

- -»
n(ro); the probability that a track at r is nonexistent.

-»> - -
n(ro) =] - h(ro) -f(ro).

A;; the rate of arrival of tracks to the identification system.

->-p

P(RIr): the conditional probability distribution of the true coordinates,
-» —» —»

given the observedcoordinates, If weassume P(r) = P(R), then P(RII'.)=

(),

P['x?(to)l'f'(tl)]; a Markov-type rule to express the manner inwhich track

coordinates change with time. Tor practical purposes, it may he per-

missible to express this in a deterministic manner,_;(tz) being the ex-
—
trapolated value of r(tl) with probability unity,

> - > >
P(D,L|R,r); P(S,t]R,r); a set representing the resulis of interception,

Several of these entities will, in turn, be expressible in terms pertinent
to the surveillance node. The factors Q(l?o), ll(_l?o), '\‘I’ and P(-I’{l?), in particular, will
he largely defermined by the surveillance node, which will be examinzd in the next
section.

3. Surveillance Node of Operation

It hasbeen shown that losses may originate in the identification node due
to failures to identify hostiles ¢s such. Losses may also occur in the weapons as-
signment - inferception node due lo the failure to destroy hostile targets (cither
through failure to attempt interceptionor {ailure of interception) or to the successful
destruction of friendiy craft. The mathematical factors which determinethe average
rate of these losses have been outlined, '

It is also possible for a loss to originate in the surveillance node when
a hostile track is not designated as a track. Some mathematical preliminaries will
be necessary hefore this loss can be defined mathematically.

The surveillance node will be assumed {o consist of only the tracl:
initiator and track monitor modules I\I1 and MZ' The height finding module M3 will be
negiccted since it performs aparallel function with Mz. The function ui Ml Vs shown
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to be that of determining from the radar returns which returns are tracks. WModule
M, was defined as determining the position coordinates of {racks passed to module
1

M,.

&

The function of modulr M2 was defined as making continuing estimates
of the position, velocity, and direction coordinates of all tracks received from

module M 1°

It may be seen at thispoint that the operations of the surveillance node
are of higher complexity than those of the identification node. There are two com-
plicating features, 1) The surveillance node contains two distinet modules, l\I1 and
M,; 2) While adefinite processing time could be realistically assigned to the decision
elzment of the track initiator module M1 respecting whether or not a set of returns
represents a track, it would not he in accordwith thebasic character of the operations
of the track monitor moduie M2 to assign such a fixed time,

It appears that the easiest way to treat the latter complication is to con-
sider the track monitor m-adule to be in turn divided into two sub-nodes. The first
sub-node constructs the initial estimate of velocity and heading for a track veceived
from the track initiator module; the second sub-node performs the continued moni-
toring of the tracks.

Let ’I‘1 be the timerequired in the track initiator module, and let T2 he
the timerequired in the initial track monitor ncde. In eachcase, that is, we will as-
sume that a fixed amount of time (fixed time goal) is spent on each operation, If we
further assume that 'I‘1 g 'I‘2_ then it is clear that, whatever the sequence of opera-
tions in the track initialor module, the optimum ruleof operation for the initial track
monitor node is "first come-first serve”. Thissimplifying assumptionwill he made.
This permits the virtual disrcgarding of the initial track monitor sub-node for pur-
poses of modeling and analysis. We assigh a time TS = T1 = '1‘2 necessary for the
initiation and initial velocity and direction estimation of returns judged to represent
a track, and a lime T1 necessury for the "no track" decision,

The sub-node which estimates velocity and bearing on a continuing basis
is somewhat more elusive from the standpoint of optimum sequencing, hut the asso-~
ciated problems yield when one considers the type of identification node assumed in
the preceding section, i, e., one in which all tracks are processed immediately upon
reception, and not reprocessed. In such a case, there is no point in continued mon-
itoring of tracks nof identified as hostile (since the loss will hot be decreasedby con-
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tinued swrveillance), so that the first rule for the sub-nede which monitorson a con-

tinuing basis would be that only ide.!lified hostiles would be monitored,

It would appear at first thought that a priority rule for monitoring hos-
tiles, similar to the weapons dircction priority rule, is required for the optimum
sequencing of the sub-node performing continual monitoring, but the situation can
easily be more complex than this, This is because there are two basic ciasses of
hosliles in gencral, those under atlack and those not under attack. Depending upon
{he detailed nature of the weapons iu quustion, it may be profitable to favor the mon-~
itoring of targets under attack, or it may be profitablcto waive monitoring of targets
upon which attack has commenced., The variables pertaining to a particular hostile
track whichmust ater into the priority rule for this sub-node are (1) the coordinates
-r.e.\'trapolated to present time, (2) the amount of time since the last velocity-
direction estimate, (3) the question of whether or not it is under attack, and (4) the

nature and coordinates of the weapon making the attack,

Because of the complexity of this sub-node, and because this sub-node
isnot part of the essential C.rect line of surveillance-identification-weapons direction,
but only serves torefine old information, it will be disregarded in this mathematical
formulation. It should be suggested, parentheticaily, that any modifications ofthe
present SAGE system in the direction of completely automatic operation should in-

clude automating at least the track monitor function.

This discussion shows that, under tlic conditions and assumptions stated,
the surveillancenode may bethought of as asingle node, in which '1‘1 seconds are re-
quired for the "no track” or "track" decision, The "track" decision also yields the
position coordinates immediately, The initial estimate of velocity and bearing is,
strictly speaking, made in a separate sub-node, but if the number of track moniior
channels is equal to or greater than the number of track initiator channeis, and if the
time required for initial monitoring 'l‘2 S__ ’1‘1, then the initial track monitor sub-node
contributes only a time delay tothe passage of atrackfrom thetruck initiator module
M 1 te the identification module M 4

With respect to the sequencing problem in the track initiator module
Ml’ it could be argued that there is no reason for not specifying a "first come-first
serve’ rule for sets of returns, for the reason that nothing is supposedly known about
such sets (except existence) at this point, Actuaily, this is not true, for the present
physical mechanization makes two space coordinates at least approximately known




i

at the outsel of processing, so there is a basis upon which to construct a priority

rule.

The priority rule must have, in fact, a particularly close relationship
to the specific physical mechanization in this case, i.e., it must be cognizant of the
present situation in which a human observes the situation display (Figure 11) aad is
necessarily made aware of the approximate values of two position coordinates in the
process of selecting a region of returns to process. This implies that the priority
rule should be based on the iocation of returns in discrete 'cells" on the situation
display, as depicted below.

The screen is assumed todepict the sky in an area in which attacks ave
likely to origitate from the northin order to destroy the city in the south, Insuch a
case, a return in area 1 would have priority over a return in area 2, and so forth,

It is not being asserted that the display division must necessarily be as
shown here; the screen divisions must ultimately be bascd upon the average rate of
loss. Only the general form of the appropriate priority rule is being suggesir I,

It should be remembered that the divisions of the display, just as the
weapons assignment priority rule, are functions of the particular statistics of air-
craft and system operations assumed at the time. Therefore, it is suggested thatthe
lines defining the display sectors be contained on masks which are replaceable as
statistics change.
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With these extensive preliminary remarks in mind, the basic mathe-
matical characteristics of the surveillance node can now be defined,

Assume that

>‘H = rate of arrival of signals representing hostile tracks to the in-
itiator module Ml'

A, = rate ofarrival of signalsrepresenting friendly tracks to thetrack
initiator module Ml'

A N = rate of arrival of signals representing noise to the track initiator
module Ml'

Assume also thatthe probability distribution of hostile signals when they
commence in track initiation is H(K), that the pr_(gwability distribution of friendly sig-
nals when they originate in track initiations is F(R), and that the probability distrib_’u-
tion of returns representing noise, when they originate in track initiaticn, is N(R).

Assumethat 8 = € 1 is the probability that atrack isidentified asnoise,
and that ¢ = €10 is the probability that noise is identified as a track. This was dis-
cussed in an carlier section. Then the rate of loss originating in the surveillance
node is

QRH

and the rate at which the identification node receives the "track' notification is
A= (-0 (Ap+ A+ $ (22)

One is also able to calculate Q(-xfo), the probability distribution of the
track coordinates at the time they are initiated in the identification node., We as-
sociate a A.I? with —Ig, such that-I? is the value of .R.- A—I? extrapolated Ts seconds in
the future. Then,

-» (I_G)AH - - (I-G)AF - -
QR) -~ 3 - HR-AR)+ ————— F(R -AR) +
I I
—~5v— N® - AR) (23)
I
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where again it has been assumed that the track initiator module processes each set
-
of returns immediately upon recception, and that QR) is a close approximation to
-
Q).
R -» -» ..
It is also possibleto express h(R), {(R), and n(R). If a track originates
-
at R in track injtiation and is designated as a track, then the probability that it is
hostile is

-
(1 -6 1w

Y g AT = AN
a - 9) () =25 | (1 =0) FR) 55— *+ N(R) ¢ -
AI‘ 7\ AH”‘F“‘N h”+>\F+7\N
rs
A . Ay (-0 HER)
A FA_FAL (24)
TERRA A (1-0)[,\ II(R)+R ] ¥ ¢x N®)
and the probability it is friendly is
A 0) FR®
P (1= 0 FR)
-
a -6 [A“ HR) + X, F( R)] + ¢N(R)
and the probability it is noise is
—
¢ A N(R)
N ]
- —.‘ i \ e
(1-0 [)\“ H(T) + 2 Fm,] + Ay NE)
Thus, one can say that
- b
- (1 -0) 2 H(R - AR)
h(R) = o g - = S~ )
(1- 9’["}1 H - 4R) « A, PR - AR)]+ ¢ 2y N - AR)
-»> -
- (1-96 AF F(R - AR)
f(R) = > - > > ==~ (26)
a- e)Pn HR -AR) + 2, PR - AR)] ¢ Ay N(® - AR)
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Y -»>
Ay SN - AR)

-
n(R) = .&7)

{a- 9)[>‘H H(E - AT) « 2, F(E - 4T J 92 N - aTh

As suggested inthe preceding section, the conditional probability density
-~ - - > -» -» - >
P(er) = P(rIR) if one assumes P(r) = P(R). In this case, P(R|r) islx a function only
of the quality of radar information and the operations of the surveillance node. One
should also note that the condition for sufficiency of a single surveillance chanuel,
under the assumption T1 > T?, is

T

1
N T (28)

4, Summary and Conclusions

The basic mathematical characteristics of the SAGE system are best
summarized with reference to Figure 19, Figure 20, and Figure 21. TFigure 19 shows
the nature of the input information to the surveillance node, the factors dowervinined
by the operations of this node, the loss associated with the node, and the nature of
the output information from this node. By the "nature" of the input and output
characteristics is meant, of course, the probabilistic laws governing this informa-
tion. The actual meaning of the information is clc__a’r from consideration of the node;
the output ofthe surveillance node is "track" and "r". The factors appearing in Fig-

ure 19 are summarized as follows:
RH; the average frequency of arrival to the surveillance ¢rea of
hostile tracks,
XF; the average frequency of arrival to the surveillance avea of

friendly tracks.

N the average frequency of arrival to the surveillance node of sets
of returns representing noise.

—p
H(R); the probability density funclion of the coordinate of hostile
tracks as they initiate in the surveillance area.

-
F(R); The probability density function of the coordinates of friendly
tracks as they initiate in the surveillance area.
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MODULES Mg AND Mg

Node Churacteristics:

Hostile A, number of intcrceptors, Attack

hlidAi L S
P, t|R, 7}, PG, t[R, 1)

Input Characteristics:

. - “ .
P(R, H|r, B), PR, Flr, H).
PR.NILH, Ay, afd,

rlrap|re)

Rate of Loss =~ L, = Rate at which hostiles are not intercepted + Rate at

——————nlly

which hostiles are intercepted but not destroyed + a x (Rate st which friandlias

are intczcepted and destroyed),

Figure 21. Weapons Direction-Interception Node

-
N(R):

2 N -
P[R(tz)IR(tl)]dR(tz):

> > >
P(r|R)ér;

A

-
QR);

the probability density function of the coordinates of noise re-
turns as they initiate in the surveillance node.

the probabilitythat a trackis in celi d-ﬁ(tz) incoordinate space
at time tz, given its location at-ﬁ(tl) in coordinate space at

time tl’

the time spent on each track by track initiator module Ml'
the probability that a track is identified as noise.

the probability that noise is identified as a track,

the rate of loss in the surveillance node,

the time spent on eachtrack in the initial track monitor medule
sub-node.

the probability that the coordinate estimate for a track is ind-;
-
in coordinate space, given true coordinates R,

the rate at which the "track" notification is given to the identi-
fication node.

the probability density functionof the coordinstes of tracks as
they commence in the identification node.
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h(R): the a priori probability that a track is hostile, given its in-
=
itiation in the identification node at R,

e d
f(R); the a priori probability that a track is friendly, given its in-
-
jtiation in the identification node at R,

- -»
n(R); the apriori probability that a "track" initiated atR in the iden-
tification node is actually noise.

Given the probability characteristics of the input information, it will be
—>-»
noted that only three factors, 0, ¢, and P(rIR) depend on the human (and hence not

analyticai lactors ol the surveillance node).

The assumption thai each set of returns is processed immediately upon
initiation is made only fo formulate the probability functions Q(_I;), ha{), f(—R.), and
n(_R.). If 1/’I‘1 > h" + AF + P\N, and ’l‘1 > ’1‘2, the result is a good approximation in
any case,

Identification Node.

The characteristics of the identification node are summarized in Figure
20, The variables are:

the amount of time spent processing each track,

T l;
B (—r. ); the probability that a hostile track initiated at™_is identified
o} y o
as friendly.
— -»
P (ro); the probability that afriendly track initiated at r, isidentificd
as hostile.

LI; rate of loss associated with identification node.
Aw; rate of "hostile" notification to weapons direction,
- > - -
P(R, H|r,H) dR; the probability that atrack identified as a hostileat r is ahos~
tile in cell di{ in coordinate space,
-» - - -»
P(R,F v, H) dR; the probability that a track identified as a hostileatrisa
-
friendly in cell dR in coordinate space,
- - -» -
P(R,N|r,H) dR; the probability that atrack identified as a hostile at r is noise

-
in cell dR in coordinate space.




-

a(r); the probability density of the estimated coordinates of tracks
identified as hostile at the time of identification (initiation in
weapons direction).

Again, the assumption that all tracks areprocessed inthe identification
node immediately uponrecepiion hasbeen made in order to estimate theprobabilistic
character of the output information, This is a good approximation if AI <1/T 4

Weanon Assignment Node.

Figure 21 summarizes the characteristics of the weapons direction-
interception node, The basic characteristics are:

A(?'); the priority rule on the coordinates, If aninterceptor is avail-
able, the weapons node commands an attack on the track for
-
which A(r) is maximum, except that A(-r.) = O indicates no at-
tack,

P(D,tITI’T -;) dt; the probability that a track with estimated coordinates'; and
>
real coordinates R at commencement of attack is destroyed
and the interceptor returned in time interval t, t + dt.

—>-» -
P(S,t|R,1) dt; the probability that a track with estimated coordinates r and
-
real coordinates R atcommencement of attack is not destroyed
and the interceptor is returned in time interval ¢, t + dt.

Lw; rate of loss associated with the weapons direction-interception
node. The overall rate of loss for the system, of course, {1

L +L +1 ,

8 1 W

This summary shows that extensive mathematical sensitivity analysis is
possible in the SAGE system. In the surveillance and identification nodes it is pos-
sible ‘o write mathematical expressions for the controlling characteristics f the
output information in terms of the assumed input characteristics and a small nuuber
of factors which depend, at least partially, on the human operators (and therefore
must be determined by eimulation). The criiicai assumption which permits such ex-
tensive analysis is that each track is processed immediately upon incidence in each
of the two nodes, That is, a strong time constraint exists, In the case where the
capacity of each of these nodes is greater than the average rate of arrival of tasks,
thic assumption permits closetheoretical approximations tothe important probabilis-
tic characteristics of the outputs, It follows, then, that to the extent the surveil*ance
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and identification node capacities are sufficient for the average rates of arrival of
tasks, the priority rule for these nodes has only second order importance, for it in-
fluences no important quantity or factor strongly.

The situation presented by the weapons direction-interception node is
quite different. First, no important factor can be determined anaiytically, Second, |
the node characteristics are somewhat more complex (even assuming a given num-
ber of one type of interceptor of the variety that is expected to return after an at-
tack), Third, the priority rule, A(r_.) is a first order factor in this node.

The priority rule in the weapons direction-interception node is, as it
is inother nodes, a deterministic function on the information abhout a particular track
which has heen gathered at that point. In a situation in which one of several tracks
mustbe chosen for attack, one chooses that {or which the priority function on the cor-
ordinates is maximum, This is not a sequencing rule in the normal sense; the se-
quencing is a result of application of the rule, not the rule itself,

All that is necessary to justify the propriety of such a priority rule is
to agree that, for given statistics concerning tracks identified as hostile, one would
attack a in a situation involving one interceptor and identified hostiles a, b, and ¢ if
one would attack a in a situation a, b and ¢ in a situation b, c.

It must be remembered that all priority rules in SAGE, particularly
A(r) are determined for a given set of system and disturbance statistics, although
they are explicitly functions only of information pertaining to particular {racks.
Changes in statistics imply changes in the priority rule.

It is believed that any future mathematical sensitivity analysis of SAGE
involving the pertinent figures of merit should emphasize the complex servicing prob-
lem presented by the weapons direction-interception node.

B. MODULE PROCESSING RATE SENSITIVITY MODELS,

The previous section developed the seunsitivity analysis of the system for
time constraints for each of the modules. The loss functions were developed for the
decision errors, Sincethe processing rates of the modules were assumed to be high
with respectto the rate ot whichtracks enteredthe nodes of operation, loss functions
due to track delays were assumed small andtreated in theweapons node of operation.
The loss due to thenumber (L) of tracks waiting to enter the system was assumed to

be small due to the high input processing rste, 1/ Tl’ by module Ml'
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7\->\H+AF+A < (29)

N 1

Decision ervors in high noise conditions can be reduced by allowing more
processing time (minimwmn error goal) by the modules, However, when the input
rate A is high, delays now result and blocking and cross-coupling effects become
significant, It was stated earlier that the system critcrion is affected by such de-
lays. Therefore, loss functions must be developed for the decision delays in addi-
tion todecision error loss functions. These delays mustbe cognizant of theblocking
effects of the modules.

The establishment of delay loss functions is a difficult problem because now
loss andpriority functions must be deve'oped for different types of tracks, Howe er,
it was seen from TFigure 18 that the primary delay «w.d blocking effects can occur at

the input modules M, and M2. This isbecause of the moni{oring function thatmodule

1\12performs for thelrest of the system modules M 4 M5 and M 6 Therefore, any de-
lay effects of these modules indirectly affects module M2's operation. In addition,
radar noise conditions affec! the operations of modules M1 and M2 which further in-
fluences the delays of tracks entering the system. Therefore, a measure of the in-

put delays might be obtained by the number of tracks (L) waiting to be processed.

The purpese of this section wiil be to model module Ml's operation when
processing incoming tracks and relate its processing rate to the number of tracks
waiting, L. In addition, the blocking effects between modules M1 and M2 are
modeled and tne combined processing rate of these modules is also related to L,

Due to the varying radar noise conditions on each track as it enters the sys-
tem and the probabilislic nature of track arrivals, any modeling of the processing

rates of modules M1 and M2 must be performed in probabilistic terms.

i, Model for T'rack Initiator Moduie Ml’

The rate at which tracks car be processed by module M1 is de..ndent
upon

(1) Average detcction rate (;11) of decision element
(2) Average processing rate (_uct of computar element

(3) Average decision rate (uz) of decision element.
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Tigure 12 showed a diagram of these rates which are necessary for
transforming the information state of a track from a "possibie” state HB to a "velo-
city" state 11, by module M,,

The expression for the expectednumber of tracks, L, waiting tobe proc-
essed by module M1 is developed as a function of the input rate A and P Bos and By
The condition between thesc rates, which assures that the expected number of tracks
L will not diverge, is also developed,

The reader will note that, while constant service times were assigned
to the various elements in the preceding section, these times are described in the
probabilistic terms here, The real situation, of course, is best described in prob-
abilistic terms much more complex than those assumed here. The constant service
time approximation is felt to be quite close, and has the merit of permitting facile
romputation of module input - output error relationships, The statisticalformulation
nresented here shows, in principle, howonzsmay approach analysis of the real case
which, however, would require computer solutions because of thetime varymg charac~
ters of the p factors.

The approach is {o consider mnodule M1 as capable of performing both
the position and velocity-direction transformations on a track. The logic of separat-
ing these two transformations among the two separate modules M1 and M, is then dis-
cussed.

The model development will consider module 1\11 in onc of a number of
possible staies (n, i). These states will be defined as the number n of tracks waiting
to be delected and/or processed by the decision element of module Ml' The module
itself will be defined as heing in one of three pussible states, designated as a, b, or
c. These states will be discussed in the following paragraphs.

By knowing the probability of transition between states, a set of linear,
constant coefficient, first order differential equations can be developed relating the
state probabilities to the average track arrival rate A and the average processing
rates of the decision and computer elements (ul, ] o’ “2)'

a. Poisson Track Input Distribution

It is assumed that the probability Pn of n tracks arriving in an in-
terval of time At follows a Poisson distribution; that is,




n
P (&Y = Qay e—A At (80)

n!

wl

e
]

¥
n - Number of tracks which arrive in an interval At, and
A = Average arrival vate of tracks per unit time.

Then, as At approaches dt,

i
P (dt) -(%}9— . (31)

There is a rational basis for using the Poissonprocesstodescribe
the inputs to the modules. In evaluating the processing rate requirements of the in-
put module, we can be quite arbitrary with what input distribution we choose. In the
cascof the other modules, the Poisson process may be looked upon as alimit of dis-
integration of scheduled processes. As each track is processed by a module as it
flows through the system, the processing times will vary because of the many prob-
abilistic factors. This tends to randomize the inpuis tothe tollowin; moduies, This
is an intrinsic characteristic of the Poisson Law.

Studies were made of the NORAD alir defcase system to determine
tne times when unknown tracks were reported and whenthe report was terminated. (19)
Estimates were made for 96 instances in every day at regular 15-minute intervals,
Average values for two-hour periods were computed by combining the 15-minute in-
terval estimates. The peaks for unknown tracks coincided closely with peaks in air
traffic. There was also a definite cycle over the days of the week. The number of
unknowns on the plotting board at any moment could be satisfactorily represented by
a Poisson distribution,

b. Decision Element Assumptions

The following are the assumed functions of the decision element of
module Ml:

1, Detection fumction - Scanning the display and detection of new
possible tracks,
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2, Order function - Ordering the possible detected tracks inan
optimum sequence for further processing, (Suzh optimum se-
quences were discussed in the previous section and will also
be discussed in the following section.}

3. Rejuest function - Any actions which are required to request
or set up the computer element for an information request,

4, Decision function - Reviewing the completed information re-
quest from the computer element via the display element and
making two decisions, The first decision is a track or no
track decision. The second decision transforms the informa-
tion state of a track into its position, velocity, and direction
coordinates,

The sequence of functions of the decision element are then:

Detect - Order - Request - Decision

¢. Module States

The possible states of the module can now be defined as a, b, or c.

(1) Siate (n, a)

The decision element is performing either the detection or
ordering functions, and n tracks are waiting to be detected and/or processed.

The decision element will be assumed to scan the display to
detecl new input stimuli which are possible tracks. These possible tracks may have
arrived during the time interval when the decision element was processing another
track and thus was unable to perform the detection function. The detection process
involves observing theradar returns in a given region of the display. Theradar re-
turn history information is observed for a period of time before the positionof a pos-
sible track can be determined (Figure 14).

Once a number of possible fracks have heen detected, the de~
cision element may spend a time interval resolving which track to further process.
This is the ordering functinn,
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Due to different noise conditions, some tracks are assumed to
iake longer to detect in this state than others. Some tracks may take no detection
time if they enter under noise-free conditions.

It is assumed that the time the decision element spends in this
state is random and follows an exponential service time density function, namely,

-ult
- 9
sl(t) uioe (32)
where

sl(t)dt

probability that the decision element will perform
the above functions and request the computer toproc-
ess a track at time ¢, and

uldt probability that only one request will be made, Here,

* is the average rate of requests psr unit of time.

(2) State (n, b)

The decision element will have performed the request function
and the compater element will be processing the information request on the track, and
n tracks are waiting to be detected and/or processed.

The request function requires the rough estimation of the velo-
city vector (magnitude and direction) of the possible track. This estimate is per-
formed by the decisionelement (man) and set up in the computer element as the initial
condition fcr the following computations, It is assumed that this request function was
completed in ctate (n, a).

The computer element in state (n, b) performs ihe foliowing
computations on the information request:

1, Radar coordinate conversion
2. Correlation of radar data with track

3. Processing of correlaled data to reject clutter and detect
accelerations of track.

4, Usc of position information to predict and smooth track
velocity and position,
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After thedecisione¢lement has requested the computer to proc-
ess the above tracking problem, a delay may result. This delay is a function of the
computer program sequence logic, the priority of the request and how mary higher
priority requests exist from other decision elements (men) in the system. Each
moduie in the system will have a difterent priority index depending upon the priority

of ils function with regard to the system criferion.

1t is assumed that the time delay in this state is random and
follows a uniform time densily function. It is also assumed that the delay in this
computer state is small with raspect to the delays in states a and c.

It should be noted that the computer delay effecis on each
module's operation would be included heve in the modeling of the central computer

operation when these delays an: sigaificant,

(3) State (n, ¢)

The decision element willbe reviewing the informationrequest
from: the cumputer element and making one of the two decisioas involved inthe devi-
sion funetion, and n tracks are waiting to be detected and/or processed, Thisrepre-
sents tae decision state of the module. In this state it is assumed that the computer
has finished the problem or information request. Tor modules Ml and 1\’[2, this in-
formation request is the calculation of velocity and direction of the possible track.

In this state the decision element must make two decisions.
The first is the decision whether or not the stimuli, on which it requested computa-
tion, is a track. If the magnitude of the velocity vector proceeds to zero on the dis-
play, the decision element makes the decision "no track.'" If the velocity Informa-
tion does not go to z2ro then the decision is "track."

The second decision determines the position, velocity, and di-
rection information state of the frack. The decision clement will be assumed to
make this final information state decision when the accuracy is sufficient for identi-
ficationof thetrack by theidentification module M 4° The decision element may spend
aperiodof time monitoring the .rack through regions of noise until sufficient accuracy
is achieved. This was discussed under the functions of module M2 in a previous
section,

Once a level of accuracy is achieved, the decision element will
make the final decision as to the information state cf the track.
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The delay in this state is assumed to be a functionof the noise
conditions (for 2 fixed level of accuracy) and follow an exponential servicetime den-
sity function:

_pzt
So(t) = poe (33)
where
sz(t) dt = probability that the decision element will make a de-
cision on the information state of the track at time t,
and
uzdt = probability that only one decision will occur. Here,

b, is the average rate of decisions per unit time.

d. Processing of Next Track

At the end of state (n, c¢) the decision element of module M 1 sends
the identificatlon module M 4 the position, velocity, and direction coordinates of the
track. (The height coordinate is obtained by the height module M3.) Afterihis noti-
fication the decision clement of module Ml returns to state (n, a) to start scanning
for new tracks which may have arrived during states (n, b) and (n, c). The cycle
then repeats itself, Eachtransitionout of state (n, a)reducesthe number L oftracks
waiting by one.

e. Mathematical Maodc!

With thepreceding state definitions, and the assumption of exponen-
tial service and arrival times, the Markov process can be utilized as a mathematical
representation of module Ml‘ The Markov process describes the discrete states of
the module ‘continuously with respect to time.

In general, transition probabilitics can be functions of the time in-
terval since the last change of state. That is, the transition probability may be de~
pendent upon the time since the last track input to module M1 . Only when thearrival
and service distributions are exponentially distributed can this time dependence be
eliminated.
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The following definitions are made:

’I‘i n(dt) = the transitionprobab:ility that the module will change from

state (i) to the nth state during the interval of time dt,

i#n

Tn n(dl:) = the transition probability that the module will remain in
)
the nth state during the interval of time dt
Pn(t) = theprobabilitythatthe moduleis instate nattime t, where

n is ihe number of tracks waiting to be processed.

The probability of the module being in state n attimet + dt is equal
to the sum of the transition probabilitics to the nth state plus the probability of re-
maining in the nth state, All thesetransition probabilities are weighted hythe prob-
ability ofbeing in the source state. Thiscan be written interms ofthe followingbal-
ance equation:

Pn(t dt) - Tn-l, n(dt) Pn-l(t) + Tn,n(dt) Pn(t) + Tn+1, n(dt) Pn+1 (t) (34)
where
P(n,a) = Pn a(t) =  the prububility that the module is in state a at time t and

has n tracks waiting

P(n,h) = Pn b(t) the probability that the module is in state b and hasntracks

waiting
P(n,c) = Pn c(tt) = the probability that themodule is in statec andhas ntracks
waiting
Adt= 'I‘"_1 n(dt) =  the probability of one track arriving
pdt= 'I'p +1 n(dt) = the probability of one transition out of staten + 1
“rdy
Tn,n(dt) =(1-Adt)(1-pdt) =  the probability that the module willnot change its present
slale
A = the average arrival rate of tracks and noise stimuli
His By By, = the average service rates of the decision and computer
elements, where it is assumed that 1/;1c = (), That is,
the time delay in state (n, b) is zero.
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The balance equation of the module in Figure 12 can now be written

as:

—gt— P(n, a) = AP(n-1, a) - (A + ;) P(n, a) +p, P, c)

d

e P(n, ¢) =AP(n-1, ¢) - A + pz) P(n, c) iy P(n+1, a). (35)

These cquations of detailed balance are stated in terms of the
module's state probabilities. The time dependence indirates that under nonsteady
state conditicns, the state of the module is a function of {ime. Figure 22 shows a
Markov state representation of the mocdule's states,

(=Adt) (1=py d0 (=Adt) Qepy d)

s dt .
e || - ulul
/Adl

a1, )

Plin=l, ¢

Figure 22, Markov State Diagram of Module Ml
In writing the balance equations, we are intérested in two charac-
teristics of the module, First, the number of tracks L which can be expected to be
waiting to be processed under steady state conditions is desired. This gives a mea-
sure of the input processing rate capability of the module, This number cannot be
large or many tracks will eventually leave the system and never be processe .

The second characieristic is the condilionson the arrival andproc-
essing rates (A, Y p?) which assure that the above expected number of tracks ‘L)
will not diverge but reach a steady state. This gives a measure of the system sta-
bility.
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Equaiion 35 under steady conditivns becoraes:
For n ; 1,
AP(n-1, a) - (A + pl) P(n, a) + Ky P, ¢)=0
AP(n-1, ¢) - (A + }12) P, ¢) + * P(n+1, a) = 0, (36)
For n = 0, the initial conditions for these <quations become
-(A +p1) (0, a)+ Fy P(0, c) =0
- (A + ) PO, ¢) +py P, ) =0, 37)

Since we are iaterested only in thebuildup of the number of tracks,
let Pi(n) stand for any of the two steady state probabilities P(n, ) and P(n, c¢).

The determinantal equation for equation 37 becomes:

1 1
1-(1t = )E -~ E
Py Py
P,(n) =0 (38)
1 2 1
— E 1-(1+-—)E
Py Py
where, E = the raising operator, and
P = Mui = utilization ratics. (39)

The roots of the ahove determinantal equation become:

/ 2 _
N (p10g * Py + D5y Y(Ry Py +Py + )" = 4Py P,
i 2’ 3 2

(40)

According to standard techniques in the theory of difference equa-
tons, the solutions for Pi(n) are given by linear combinations of the nth powers of the
roots of the determinantal equation; that is,




P.(n) = i 0 ¥ i=1, 2, (41)

j J
The mean number of tracks (L) which can be expected to be waiting
in queue to be detected and/ov1 processed by module M, becomes:

20
" A
L= Z‘f (n+1) Pyn) . 142)

0

The condition that assures that the expected number of tracks will
not diverge is for each of the roots to be less than or equal to one (rj g 1). It can
be shown from equation40 that this condition is satisfied when the following relations
exist between A, Ry and Ho:

Pyt Ry =1 where, p; = A/k, (43)

The abovecondition for convergence assures that the decisionrates
of thedecision element (ul » o) aresufficientto prevent the number oftracks in queue
from growing infinitely long (in infinite time),

The specification of the limit for the mean number L of tracks
givesthe processing rate requirements of module Ml’ This limit is a complex func-
tion of track wpes, priority functions, and delay loss tunctions as stated earlier.

When radar noise conditions increase and input rates increase, the
requirement of another module M2 to pexform the monitoring function of state (n, ¢)
becomes apparent, However, now blocking elfects can occur between lhe modules.
The development of the inpul processing requirements must be cognizant of such
blocking effects.

2. Blocking Model of Modules M1 and Mz:

In the last section it was assumed that module M1 performed the infor-
mation stale transformation of a frack in state (n, ¢). It is apparent that if this
transformationprocess was given to anot_her module to perform, module M 1 could be
free to perform only the detection function in state (n, a).
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The addition of the track monitor module M2 between modules M1 and
M 4 performs this function. Xowever, another problem now arises which demon-
sirates how blocking effects may exist between modules in the system and also re-
duce the processing rate capabi.ity of the system,

The blocking effect is caused by radar noise., It prevents module M1
from returning to the detection state (n, a) until module M2 has completed process-
ing of its track.

a. Mathematical Model

The blocking effect between modules M1 and M, can be modeled in
a similar fashion as the single module in the preceding section. The states of oper-
ation of the modules and transitionprobabilities between states are defined. Then the
expression for the expected tracks L waiting and the divergence condition can hede-
veloped,

b, State (n, 2"

The state (n, a') is defined as the state where module M1 is per-
forming the detection and position datermination functions in a region of the display
necessary to process a track (tl)’ and module M2 is waiting to process this track
when sent from module Ml’ and ntracks are waiting to be detected and/or processed
by module Ml' This can be represented by the follewing diagram:

Queue

To Mudule My
A [=] :@ ‘/M-;L >

When module M1 detects and determines the position of track (tl),
it then sends thistrack to module M2. Mcedule M1 then returns todetect and process
(position determination} another track.

Itis assumed that thetransition outof sfate (n, a') into state (n, b")
ccurs with an average rate e
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¢. State (n, b")

The state (n, b') is defined as the state where module M1 is proc-
essing a track and module M isprocessing the previcus track processed by module

IvIl, and n tracks are waiting to beprocessed by module M_. This can be represented

by the following diagram:

1’

Module M2 is now transforming the track (tl) from the position to
the velocity information state, When it completes this transformation, track (tl) is
scnt to the identification module M 4 This means the modules return to the state
{n, a').

It is assumed that the transition from state (n, b') to state (n, a')
can occur with an average rate uz.

Another transition possibility exists in state (n, b'). This is the
possibility of module M1 completing its processing on a track (t2) hut module M2 has
not completed processing (tl). Module M1 cannot send track (t2_\ to module M2 until
M2 is finished processing (tl). This restriction is due to the radar noise conditions
which may exist, These noise conditions require module M1 to continue processing
the track until module M2 is ready to accept it. This is the blocking effect mentioned

earlier.

It is assumed that the transition out of state (n, b') to state (n, c¢')
can occur with an average rate ul.

d. State (n, ¢Y)

The state (n, ¢') i8 defined as the state where module M1 has com-~
pleted processing track (t2) but module M,, is still processing track t2, and n tracks
are waiting to be processed by module Ml'

This can be represented by the following diagram:
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When module M2 compleies processing track t1 it can then accept
track t, from module Ml’ At this time mcdule M1 is iree to process track t3. The
moduies are now in state (n, b') defined above.

It is assumed that the transition from state (n, ¢!) to state (n, b')
occurs with an average rate Ho:
Therefore, the following module state transitions are possible:
uldt
a' - & bt

pzdt
b a'

uldt
bl._______.’C'

pzdt
c! —————p bl

The balance equations for modules M1 and M2 can now be written

from equation 34, They become:

£ P, 2 = P-1, a') - (+ ) P, a') + ty Pln, bY)

3 P(n, b) = by Pl a) + A -1, b) - A+, +ty) P(n, bY)

+ Eo P(n, cY)
35: P(r, o) = oy P01, bY) + A Pla-1, ¢') = A + ) Pln, o). (44)

For purposes of comparing the two-module operation with the single-
module operation of theprevious section, wenowlet Hy = By = e The above equations

now become:

106




e e . [ — L -

F P, 29 = Pa-1, 2 - (1+ &) P, a) + P, bY)
4 pm, by = LP@t, al) +P@-1, b) - (1+ 2) P, bY)
dt ’ p ’ ’ p ’

1 1
+ > P(n, c)

a%— Pn, ') = :P(e1, b') + Pa-1, ¢') - (1 + =) B, ') (45)
[y P
where
=M
p= 0
The steady state probabilities become, for n 2 1,

P(n-1, a") - (1 + %) P(n, a') + %P(n, bt) = 0

-:-)-P(n+1, al) + Pn-1, b') - (1 + %) P@, b') + %P(n, ¢ =0

%P(n’rl, b') + Pn-1, cf) - (1 + ‘13) P(a, ¢') = 0 (46)
For n = 0, the initial condition equations become:

-+ Yypo, an+ LPo, by =0

p p

1pa, an -+ 2) P, b))+ 2P0, e =0

p ’ P »

1 1

EP(I, b" - (1 + 5) P(0, ¢') = 0, 47

The determinantal equation for equation 46 becomes:
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1-a+ Ly lg 0
P P

1.2 2 1

1 -a+ %4y ig P,'(n) = 8

p B 1-(@+ ) P S@ =0 (19)
1.2 1
lg 1-(1+ ) E

0 0 ( p)

where Pi'(n) represents any of the three steady state probabilities
i= (', b', c".

Theroots of the above determinantal equation aregiven inreference
(13) and become:

r, =1 r3=1/4p[(p+3)-lp2+6p+1]
r2=p/p+1 v:4=1/4p[(p+3)+Vp2+6+1 ] (49)

The solutiens of the P'i(n)'s hecome:

! = ﬁ n = [
P i (n) 2 cij rj i=1,2,3 (50)

The constants cij are determined from equation 47,

The mean number of tracks L which can be expected to be waiting
to be detected by modulc M1 becomes:

L= ), (@+1) P @, (51)
n=0

The condition which assures that the roots will not be greater than
one becomes:

p=2/3 (Two Modules). (52)

This assures thatthe mean number of tracks (L) will reacha steady
state and not diverge,
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We now can compare the two-modale M M2 operation with the

] ?
single-module M1 operation of thelast section, For example, let Py=Py =P in equa-
tion 43, This means that for the single-module operation the convergence condition

is satisfied when:
p=1/2 (Single Module). (53)

Thus, we see that the addiiion of module M2 has increased the in-
put rate capabilities but these capabilities can still be limited by the blocking effect
caused by radar noise conditions, When radar noise conditions are low, such block-
ing would not occur and the queue in front of module M2 could be permitted to grow.

This means that the queues and processing rates of modules M
and M2 can be analyzed separately. The input rate to module M1 would then be
limited by the condition p <1 which is well known in queuing theory. Such analyses

have been carried out in the literature,

One of the indirect relationships which is very important in this
context can involve the track monitor module along with the identification and wea-
pons direction modules in a backward flow relationship. The track monitor module
must, as specified, monitor tracks on a continuing basis, i.e., it does not actually
complete responsibility for a track until that track becomes classified outside the
sphere of interest of the system. Such classification can occur if the track departs
[rom the surveiilance sector, if it has been permanently identified as a friendly, or
if it is a hostile already under attack. The operations of the track monitor module
actually depend on thedetailed operations of the succeeding modules. This difficulty
was circumvented in the preceding section by dividing the track monitor intotwo sub-
nodes, one which performed the initial monitoring on each track and one which as-
sumed responsibility for monitoring on a continuing basis. This removes theportion
of the track monitor which depends on succeeding decisions from the direct ine of
essential operations discussed here,

For the two-module case, the blocking eifect can betreated analy-
tically as shown above. When blocking effects occur involving a number of modules
(men) in an organization, such analytical techniques become impossible and analysis
must be carried out via simulation techniques. (20)
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3. Conclusions

In conclusion, blocking effects represent the relationships which can
influence the input processing rate capabilities of the system indirectly. Ifthe sensi-
tivity analysis treats the decision making rates of the modules separately and does
not consider these blocking relationships between modules, such effects will not be
related to the system performance. Also, when developing the processing require-
ments of the modules to minimize the track delay ioss functions, the system must he
treated as a whole. This was discussed in scction VII,

The decision delays of modules M 4 Ms, and M6 all iafluetice the
rate at which module M, can complete processing of the tracks. Theblocking effect
that module 1\12 has on ;r:odu]e M i then determines the input rate capabilities of the
system. The number of tracks L waiting to be processed gives an indirect measure
of the decision time delays of the modules and the blocking effects due to noise con-
ditions (TFigure 18),

The sensitivity analysis then requires that a loss function be dJe-
veloped for this waiting line L in the same manner asdecision error losses were de~
veloped in the previous section. This would involve the establishment of track
classes and priorily functions before such a loss function could be developed for the
track delays.

The sensitivity analysis is complete when the: decision delay, error,
and waiting line loss functions are developed and related tec the system criterion Co'
This is shownby the dotted vectors in Figure 18. Finally, the optimum goals or time
constraints and track priority functions for each module's operation are changedin a
manner which minimizes the overall system criterion loss function. It was stated
in section VII that such changes would occur on-line via the control modules by
knowledge of the sensitivities of module operations to other module operations and
finally to the system criterion.

Two alternatives exist, when blocking effects and queues reduce
the effective operation of thetransformation modules M1 through M6’ and the system
critcrion cannot he achievedby establishment of module goals and simple first come—
first serve sequencing disciplincs. These are:

(1) Introduce parallel operation

(2) Utilize a more effective sequence discipline.
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Parallel operation would involve the addition of another channel of
transformation mocules. Parallel operation will increase the system's processing
rate without reducing the decision times of the modules, Parallel operation is well
understood and will not be discussed,

The problem of what to do in the case of system overloads always
arises in command and control systems. This problem also emphasizes the second
alternative, This is the introduction of a more effective sequence discipline for the
tracks. This means the possibilities of system control flexibility, by the higher
echelon modules, must be exploited,
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IX. SYSTEM CONTROL MODELS

The final step in the system analysis procedure is the development of any cop-
trol flexibility which can be utilized in case of system overloads (large L). If pre-
cedence relations of the system prevent such flexibility then the only thing to do is
add more capacity (additional module channels).

The introduction of a more effective sequencing discipline reduces the queue of
a channel in an optimum manner and must be cognizant of the blocking effecte des-
cribed in the last section. This means that some sort of prediction and control is
necessary and the modules also have to be treated as a whole (not scparately).

The addition of the senior surveillance, identification, weapons and battle staff
control modules M g’ MI’ Mw’ and MB’ in Figure 15 allows such control of the lower
echelon modules M 1 Mz’ Ms, M 4 Ms. and MG’ These control modules now permit
the lower echelon modules to perform the transformation processes onthe tracks and
free them from the orderingfunction of determining which track to process. There-
fore, while the lower echelon performs the processing required for iransforming the
information states of the tracks, the control modules canperform the data collection,
predictions, and coriputationnecessary for determining how the modules should per-
form as a whole.

Data collection for such control purposes would involve collecting the statistics
of the 1-ast performance of the system. This involves the input track characteristics,
input noise statistica on radar noise, flight plans, and weapon status, the perfor-
mance of the decision element (man), and the resulting system performance. From
this, the errors and delays of the decision element could be predicted for future
similar situations.

Such future predictions would then involve knowledge of the noise con..'ions
from the material inputs modules Mm’ Mn’ and M o' {Figure 15). Since all noise
conditions cannot be known by these modules, the system can be ccntrolled on-line
only by knowledge of the known or predictable noise characteristics. Figure 13
showed some typical noise characteristics.

In this section knowledge of a selected set of these noise conditions will be as-
sumed and an on-line control or sequencing model will be developed for the surveil-
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lance and identification modules. It will also be seen that such sequencing or com-
binatorial models yield insight into the information transformation sequences and
existing decision flexibilities of the modules. (Combinatorial models are ntilized
frequently in industrial control systems for investigating the sequencing of a number
of jobs through & number of machines in some defined optimum manner). In this
sectionwe will consider the modules as the machines and the processingof the tracks
as the jobs.

Many sequence disciplines are possible for performingthe track transformations
by the surveiliance and identification groups. Some of these are:

(1) First come-~first serve
{2) Pre-emptive priority

(3) Random selection

(4) Shortest processing time
(5) Dynamic priority rules.

These sequencing disciplines are well understood and are discussed in the lit-
craturc.

Frequently, however, in large scale systems such as industrial control sys-
tems, and in command and control systems such as SAGE, each group of modules
cannot have a sequence discipline that is independent of the other group operaticns.
That is, the system must be operated (or controlled) as a whole to achieve the sys-
tem criterion. This was discussed in the sensitivity analysis section of the report
when the loss functions of each mode of operation (group) were determined by analyz-
ing the system as a whole.

To demonstrate such intergroup dependence, and the on-line control of the mod-
ules, a sub-goal of the system criterion will be considerced. The goal of processing
n tracks through the surveillance and identification nodes of operation in minimum
time will be choosen. The control and prediction required to achieve this minimum
time goal will be investigated for the two following cases:

(1) Two-Group Sequence Discipline

(2) Multiple-Module Scquence Discipline.

The two-group discipline involves sequencing n tracks through the surveillance
and identification groups. The multiple module discipline involves sequencing n
tracke through the four transformation modules Ml’ Mz’ Ma, and M 4

114




A. TWO-GROUP SEQUENCE MODEL
The following bresents the goal and assumptions of the models:

1. The goal is defined as thatof processing n given tracks inqueue through
the surveillance and identification groups in minimum time.

2. No priority rules exist for any tracks. That is, all tracks exist in an
equal priority region.

3. The radar noise conditions in the region of each track are known or
predictable. Thisinformationis obtained from the radar status module
Mm and sent to the control module M s (Figure 15).

4. Tlightplanstatus noise conditions in the regionof eachtrackare known.
This refersto the absence of flight plans or extraneous (more than one)
flight. plans in the track region. This information is obtained from the
flight plan status module M n and sent to the control module MI'

5. The control module Ms can predict or specify iransformation times of
modules Ml’ Mz, and MS’ for processing a track, given the noise con-
ditions inthe regionof a track. These times are different for eachtrack
(different noise conditions).

6. The control module MI can predict or specify the identification time of
module M 4 given the flight plan noise condition in the region of a track.
These times are different for each track.

7. The radar and flight plan noise conditions in the region of each track
are different but remain fixed for the duration of sequencing of the n
tracks. This means that if a track is processed first or last, the time
of processing is the same.

The above minimum time goal and assumptions lead to the fcllowing se-
quencing model for the two-group operation:

Given n tracks, with known processing times in the two groups, detern ine
the sequence that will process the n tracks through the two groups in minimum ti..e.
In combinatorial analysis, this is the familiar n job - two machine problem.

The number of possible sequences of n tracks through two groups becomes
(n'.)M = 2. The constraint that each track must proceed in order through the two
groups reduces the possible sequences to (n!).

b
8.

1

Expected time to process track i by the surveillance group.

I

Expected time to process track i by the identification group.
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Number of tracks existing in surveillance group to be processed.

=
fi

Total time to process n tracks through the groups (il, i2, 13 ----- in).
idle time of the identification module M, . from the end of track (i-1)

>
1]

to the beginning of track (i).

POy
[72]
——
1

An arbitrary sequence of tracks (11, iy, 1g==--- 'n)'

n
B. + Z X, . (54)

We then wish to find a sequence of tracks that will minimize T. The first

term of this expression is always a constant:

B { = constant (55)

1

ni~o=

i
Therefore, the probiem becomes that of tinding the sequence for which

n
E X; -~ minimum. (56)
i=1
We first determine an expression for the idle time of anarbitrary sequence
S and then determine an algorithm which will determine the sequence with the
minimum idle time {S;min and thus the minimum time Tmin to process the tracks

through the surveillance and identification groups.

Figure 23 shows a Gantt or sequencing chart for the surveillance and identi-

fication groups for five tracks, where

X =P
Xo =P+, -B, - x, (P +6& gx+ﬁ)
2 1 2 1 1 1 2 1 1
<
= 0 Hp + oy = x + 431). (57)
This expres sion for X, can also be written:
Xy = Max [(bl + "2 - 31 - xl), u]
2 1 1
=Max |[ ) p, -0 Bi- L x). 0 (58)
i=1 i=1 i-1
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Figure 23, Sequencing Chart for Surveiliance and Identificution Groups

The total idle time for two tracks can then be written:
r X R
X, + Xy = X + Max L(pl + p2 =Py - xl), 01.
Then, if the second term is zero,

X F Xy, =X

If the second term is (p + B, - 8y - xp,
Xp ot Xy =hy Py - By

Therefore, equation 59r_can be written
X, + X, = Max I}pl + P, - B, Xl]

Then, for three tracks,

3 2 2
Xq = Max Z pi-z ﬁi—z xi),o

i=1 i=1 i=1

(59)

(60)

(61)

(62)

(63)

117




and
3 3 2 2
Lox =Max|{ ) s - BLLY p-B ] e 6
i=1 i=1 i=1 i=1
Then, we let
n
D () = Y X (65)
i=1

Dn (S) is a function of the particular sequence, and it can be written:

n n - n-1 ~-
Dn(S) = Z X, = max | ), Z E L {0
i=1 i=1 i=1 i=1 i=1
u u-1
D (5) = max ) bo- ), B, (66)
1Susn i=1 i=1

Dn(S) becomes the function which is to be minimized by selection of the
optimum sequence. This is a combinatorial problem since Dn(S) is a function of a
sequence of n tracks. It then remains to develop an algorithm for determining the

optimum sequence for any arbitrary sequence. The derivation of such an algorithm
is given in reference (18).

This algorithm minimizes the total time T and {s obtained by the following
sequencing rule:

Track j precedes track j + 1 if
Min (Pj’ Bj"'l) < Min (P"'l’ﬁ ’
Either track precedes the other if

Min (bj, ﬁj+1) = Min {i’j+1’ Bj) .

After the bi's and ,’a’i's have been determined, the procedure for the control
module Ms to develop the optimum sequence becomes:

1. Find the smallest value

Min (f, B O
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. If the smallest value is an Pi, the correspondingtrack isordered first.

[V A

. IZ the smallest value is a ﬁi, the corresponding track is ordered last.

=N

. Eachtimea trackiscrdered, itiseliminatedfrom furthe¢ »* comparisons.
5. Continue the above four steps until each track has been ordered.
Consider the following case with five tracks with predicted processing times

Pi and{)’i.

Track i £, B i
1 3 7
2 4 2
3 5 4
4 6 1
5 L | 3

Following the above rule the optimum sequence for T =T becomes:

min
{s t=1{s 1 3 2 4}

[t can be concluded that if the necessary information vegarding the radar
noise status from morlule x\lm and flight plan status from module Mn canhe collected,

the surveillance module MS can determine the minimum time sequence.

The identification group will process the trackson a first come-first serve
basis. The surveillance group then determines the sequence forboth groups. There-
fore, with a minimum time criterion, we see that the two groups must work in co-

ordination with ane another when such processing time predictions are possible.

Another facior should be noted from the sequencing diagrarm. ‘This is in
regard to theidle time of a group. After the minimum time sequence is determined,
these idle times give the tracks which can be processed longer if the need arises
without affecting the minimum time goal. Therefove, the control of transformation
{or decision) times is also suggested by such sequencing models. Such ume ¢ srol
may arise when the question arises whether or not to pcrmit additional processing
time for the sake of increased accuracy. We sce here that in some cases suchin-

creased i, 2 will not affect the mintmum time goal and possibly increase the accuracy.

B. MULTIPLE MODULE SEQUENCE DISCIPLINE

It was stated in the last section that a truly optimum sequence discipiine

must inclwle each of the module fransformation processes. The last section treated
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the modules ‘“l’ M'Z’ M3 of the surveillance group as oue node of operation. That
is. the time delay of the surveillance group was assumed (o be Pi for track i. This
did not permit any kind of control of these modules. This procedure can then only
he ticated as a sub-optimum sequencing technique. However, as was seen, the ¢com-

putation required for this control was very simple.

To determine a rue minimum time sequence. the modules NI‘ M, M,

- (v
and .\I‘1 Lave to bhe treated separately. That is, the track transformation times on
cach module should be atilized for developing a sequencing discipline to achieve the

minimum time goal.

This means that if n tracks exist in queue in the surveillance grovp, there
xSt

(n,_)m (n,')m 4

ssible sequences 10 process these (racks S,
l bl juen 1 p these (racks by the m 4 module

At the present time this general combinaioriai problem has no analytical
solwtion (sueh as the n track - 2 module case). Many technigues have beer utilized
o obtain neas optimal solutions. For the n track = m module case, with a minmimum
tinie goal. the computer program sequencing technique developed by E.3. Schwartz
appeats o he most applieable. () this section, this technique is adapted to the
on=line controt of the man-computer-display modules. It again gives insight into
determining which tiansformation processes can be increased in time to cbtain in-

ercased accuracy without affeeting the minimum time goal.

The n track < m module problem posed by the SAGE system is built up by
piacing m parallel, identical transformation structures. Each transformation must
he performed by corresponding modules. Such a structure is shown in Figure 24.
Iach structure represents one track in the SAGE system and n of these structures
represents the n track - m module problem. The nodes in Figure 24 are the trans-
formations on a track discussed in a previous section. The corresponding module

reqrured for this transformation is Mi’ where:

M, - Track Initiator Module: Performs position transformation 71

—

M, - Track Monitor Module: Performs velocity-direction transformation Ty

19

M, - Height Finding Module: Performs height transformation Tq
(V] .
M 4 Identification Module: Performs identification transformation 7'4
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Figure 24 Typical Track Transformation Structure
The basic assumption as discussed earlier is that the expected time re-
quired for each module to perform its corresponding transformation is known by the
senior control modules. These times, along witn the module designation, are indi-

cated above the propertransformation. Finally, a typical track transformation struc-
ture can be representad by Figure 24.

The arrows between the nodes represené the direct precedence relations of
the transformations. That is, velocity-direction and height cannot be obtained before
position. Identification cannot be performed before the velocity~-direction and height
transformations.

The problem posed by the minimum time goal can now be stated formally:
Given n tracks withthe above transformation structure, determine the sequence that
identifies all tracks in minimum time. A three-track problem is representedin Fig-
ure 25. The transformations have been numbered for representation in an assign-
ment matrix.

The assignment matrix is a rectangular alpha numeric array which contains
all the information necessary to solve the sequencing problem. This assignment
matrix cuneasilybe derivedfrom a firstorder precedence matrix, M. Thefirstorder
precedence matrix is a square array containing the Boolean variables ¢ an” 1. If
transformation T is preceded by transformation ., then the element M(i, j) of the
first order precedence matrix is 1; otherwise all elements of this matrix are 0. M
will be of a lower triangular form if the transformations are numbered so that T is
preceded by ‘i'j only if j is less than i. It is onlynecessary toinclude first order re-
lationships in the matrix M. That is, in scanning row i we are interestedonly in the
column j for which 7 is directly preceded by Tj' Hligher order relationships can
then be obtained from M. The first order precedence malrix for the three-track
SAGE problem is shown in Figure 26. Blanks replace the Booleanzeros inthis figure.
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Figure 25. Three-Track Sequencing Problem

Higher order relationships are now obtained by Boolean multiplication and

addition. These oneraticns are indiciated by the symbols A and v, respectively, and

are defined by the iollowirg reiations:

AAB
AvEB
122

= 1 ifandonlyifA = 1andB =1
= 1 if and only if either A =1, or B = 1, or both are equal to 1.
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Figure 26, First Order Precedence Matrix for Three~Track Problem

We now proceed by raising the matrix M to higher and higher powers until
we obtain a zero matrix. The multiplication involved in raising M to these powers
is Boolean multiplication. This operation is exactly analogous to ordinary matrix
multiplication with the operations of Boolean multiplication and addition defined above
replacingordinary multiplication and addition. Eachpower of M reveals higher order
relationships among the modules until all precedence relations are exhausted. We
now form the higherorder precedence matrix, H, by taking the Boolean sum of these
powers of M:

H=MvMEvMiv "' v MP, where MP =o0.

In the three-track problem we are considering p = 3 so that H iavolves only
second order relations. Figure 27 is the precedence matrix, H, for the three-track
problem.

In most of the problems examined in the course of development, the . »-
cendence watrix H can be written down directly without going through the process of
writing the first order precedence matrix and raising to powers. The principal
reason for this is that the SAGE system, as it is modeled here, involves ohly second
order relations. In systeras involving higher order precedence relations it is advan-
tageous to follow this proucedure.

‘The precedence matrix contains all necessary precedence restrictions on
the problem. The assignment matrix is now constructed from the precedence matrix
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Figure 27 Higher Order Precedence Matrix for Three-Track Problem

by left justifying (moving ones to the left) all.rows of the pracedence matrix, replac-
ing the Boolean ones by the numbers of the corresponding modules, and indicating
the processing module. The assignment matrix now contains all known information
about the problem except the processing times; these are added to the assignment
matrix as a column vector. The left justified matrix for a three-track problem is
shown in Figure 28 and the assignment matrix in Figure 29. The assignment matrix
now contains all the information about the problem.

The assignment matrix is an alphanumeric array in whicheach row repre-
sents a transformation T Beginning at the left of the array, integers representing
transformations which precede a given transformation are entered in order of pre-
cedence. After all preceding transformations are listed, a letter designating the
moduel Mi which performs the transformation is added. All other elements of the
assignment matrix are zero or blank.

The final column of the matrix contains the processing time of each trans-
formation. Topological considerations canalso be included in the assignment matrix
but they are not important for the SAGE system as we have modeled it here. The
assignment matrix shown in Figure 29 now contains all the information about the

problem.

As transformations are processed by the designated modules, the trans-
formation designation and corresponding integers in the matrix are converted to
zero. A transformation is said to become unbounded when no integers precede its

module designation in the assignment matrix.
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Figure 28, Left Justified Precedence Matrix for Three-Track Problem

1M 2
2 | 4 |
3 M 6 :
a1 M 3
5 1 Me / 4
6 |2|w 5
742 |M 4
8]3|m 7
9] 3 M 5
0|4 |m 5
nmiz 67N 8

123 |8 |o9|n 8

Figure 29. Assignment Matrix for Taree-Track Problem
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Sequencing then consists of scamiing the assignroent matrix for unbounded
transformations, converting integers to zero, and repeating until the assignment
matrix is reduced to z2ro and the n = 3 tracks have been processed.

Sequencing proceeds according to these rules:

Rule 1. A transformation is assigued to its designated module in the as-
signment period in which it becomes unbounded.

Rule 2. When two or more transformations are unbounded at the same as~
signment period, assign them for processing in the order of in-
creasing processing time.

These rules describe a procedure of obtainingan optimum or near optimum
minimum time sequence. The sequencing procedure minimizes the expected time
to reach the nesc transformation assignment period. This procedure is not neces-
sarily eq%ixiz)uent to total optimizationalthough it seems to come close in most cases.

h

tained in all cases he has tried.

Schwartz as also noted that optimum or near optimurm solutions have been ob-

In the problem shown in Figure 25, the sequencing procedure does result
in an optimal solution. Figure 30 shows a Gantt chartof this solution and two alter-
nate, worse solutions. Figure 31 is a problem in whiclh the sequencing procedure
does not produce an optimal solution. TFigure 32 shows Gantt charts for the solutions
of this problem.

C. CONCLUSION

The advantages of the sequencing procedure are two-fold. First, the pre-
cedence restrictions insure that all solutions will be feasible. Second, since the
total sequence is not analyzed at each stage, the procedure produces a solution ra-
pidly. This second advantage is an important one when considering maii as the sys-
tem controller of such transformation sequevices.

This section also pointedout the need for intergroup communication for the
purpose oi developing optimum procedures for the lower echelon modules. That is,
two groups in the organization cannot perform with independent goals. These goals
nast be compatible and assure the achievement of the overall system criterion. Fig-
ure i8showed the intergroup goal communication paths between the control modules.
Inthis section, the communication requirement between modules Ms and M, to achieve

I
the minimum time goal, was the flight plan status information.
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Track t; My/o QX ‘@ My/s

Teack t2 Ml/4 M4/3

Track !3 MI/G M-‘/G

Figure 31. Three-Track Problem to Illustrate Non-Optimal
Sequencing Solution

In order that the”upper echelons perform effective control of the lower eche-
lons in the SAGE system it can be scen thatnoise data communication and prediction
for specification of the transformation times is at least necessary. This, of course,
is a problem and must be solved by other means.

One such method already exists in SAGE. This is with regard to the dis-
playing of radar tracking nigures of merit on each track to the men (transformation
modules). When radar noise conditions on a track are poor, fair or good, for auto-
matic tracking by the computer, these noise conditions are displayed to the man.
This then gives him a measure of confidence regarding the position, velocity, and
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directiontrack coordinate accuracies. If tracking merit is poor, he may spend more
time monitoring the track through noise. More time may also be spent makirg the
other track decisions with regard io identification and weapons assignment and con-
trol. When tracking merit is good, he may accept the tracking information, make
his decision and begin processing another track.

Therefore, the tracking merit indication from the computer performs the
track time-error control of the lower echelon modules in a limited indirect manner.

1. Man as a Controller:

To produce a true optimum sequence of track transformations through
the system modules, all possible sequences may have to be examined. When the
number of tracks islarge, the time required to examine all sequences would probably
outweigh the time saving of finding the minimum time sequence.

Therefore, sub-optimum sequencing techniques, in the combinatorial
sense, cannot be considered sub-optimum when considering how fast men in an or-
ganization can collect, predict, and control such lower echelon decisivn and infor-
mation handling functions. The technigue by Schwartz appears to be close to this
practical trade-off required for effective on-line control of men.

Another control variable that was pointed out in the beginning of the
section was the time spent on performing a transformation (decision function) by the
decision element. From the sequencing diagrams, the idle times between transfor-
mations indicate which transformations can be extended in time, if the nced arises,
without affectingthe minimum time goal. Such a nced may arise if the expected time
to perform atransformationwas found to be longer by the module because of changing
noise conditions. In this case the senior surveillance module has to consider the
consequences of letting a module continue processingthe track inquestionor switch-
ing to anothertrack. If an idle time exists, then such a continuation would not aficct
the total sequence. If such an idle time does not exist, the consequences have to be
considered between accepting the moduile's decision early (before enough information
has been-acquired) or delaying the remaining track transformations to obtain a more
accurate decision.

2. System Analysis Considerations:

The implications of combinatorial techniques at the system analysis
level are apparent. Such models give insight into the decision making functions of
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the men when working towards a common system criterion. For off-jine analysis

of the system, such models can be utilized for comparison purposes after the system
has perfermed.

The second implication is the on-line control of the system. If a conm-
buter can store paststatistics on the system and gather the existing noise conditions
in aregion of a track, then it should be able toperform a distributing function amoag

the men. That is, it should be able to determine when, which man (module), should
berform what function, on which track.
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X. REFINED FUNCTIONS AND QORGANIZATION

The finalsiep in the systems analysis procedure is the refinement of the module
functional hlocks and organizational structure. This structure was shown in Fig-
ure 15. This final step is performedafter all on-line control flexibility has been ex-

ploited to meet the system eriterion.

The sensitivity analysis presented the loss rate of the system due to decision
errors and delays. It also gave the processing rate requirements of the track initi-
ator and track monitor modules. The most obvious organizational change was seen
to be thatof introducing parallel channels for these module functions. This was nec-
essary not only for high input rates and radar noise conditions, hut also due to the

fact that the remaining system modules were dependent upon the track monitor module.

The control analysis further exploited the possibilities of increasaed processing
rates by the lower echelons, of equal priority tracks, by investigating their com-
binatorial features. Il was shown that this required on-~line information of noise
conditions by the upper echelons. This requirement was possible to eliminate by
allowing the lower echelons to control their own decision times by displaying noise

condition information to them directly, (radar tracking figures of merit).

Therefore, the vbvious organizational change for. reducing the loss rate of the
system is to develop priority functions on information known, or cstimated in con-
nection wiih each possible track. This type of priority rule is particulavly important
in the weapons acsignment group.

The Bayesianformuiations assumed priority rulesto governthe operation of the
various groups. A priority rule, being a deterministic function on the esi mated
characteristics of a track, has the property that the generally changingpriory fig-
ure for a given track mayhe continually computed as the track proceeds through the
system. It would be a simple matter to provide for continual automatic indication of
the track with the highest priority at any particular module. In this scheme, the
higher echelon would not be responsible for directing the individual track choices of
the lower echelons.
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The higher echelon would be responsible, iowever, for assumingthat the parti-
cular priority functions being calculated in the supporting computer of the lower eche-
lon are appropriate for the overall statistics and weapons status prevailing at any

varticular time.

The priority rule - lower echelon - upperechelon relationships are slightly dif-
ferent for the track injtiator module. Here, priority is not determined by mathe-
matical calculation, but by approximate sereen posilion as indicated by a mask. It
is the responsibilityof the upper echelonto assure that the correct maskf{or the pre-
vailing overall statistics and weapons status is being used at any particular time.

Therefore, it can be seenthat further refinement of a command and control sys-
temlies in the ability to utilize past performance statistics to aid future lower echelon
performance. For high speed operation, means must be sought for displaying such
statistical information to the lower echelons to decrease their delays, errors, and

improve their ordering.

The system becomes adaptive in nature when the resulting output performance
of the system changes the a priori probability distribution for the next operation of
the system. This is shown by the dotted line in Figure 1.
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X1, CONCLUSICNS

The study utilized the SAGE system as a vehicle for developing a generalized
systems aualysis approach to command and control systems and for developing gen-
eral vunclusions which could be applied to the analysis of other command and control
systems. The gencral conclusions of the report and recommendations for further

study are presented below.

1. The purpose of the centralized commmand and control system concept is the
accurate and timely ‘detection of and reaction to information patterns. In SAGE,
these information natterns related to the information states of airborne tracks and
the information state of a threat such as an enemy raid.

2. The system analysis procedure emphasized relating the sensitivities of the
decision delays and errors of the decision makers to the delays and errors of these
information patterns.

a

3. The physical material handling and commodity formulation processes of an
inductrial control systemr present good abstract models for analyzing these infor-
mation patterns and the information handling and decisicn making processes of a
command and control system.

4. These abstract models were also useful for develoning the errors and de-
lays of the decision makers with regard to the information patterns. These patterns
were the information states of tracks in the SAGE system.

5. The most promisinguse of the industric! control system analogies for future
command and control system analysis is in the field of combinatorial aralysis (or
sequencing analysis). Future study should pursue how the decision seqrences
throughout an organization canbe modeled andoptimized by such analysis tecl. ..jues.

6. The information inputs to a command and control sysizm may be many dis-
similar types of information. However, the noise variables on these inpuis which
affect the errors and delays of the decision makers are quite similar. In SAGE,
these noise variables were characterized by absent, delayed erroneous, and ex-
traneous information inputs. These variables related to the radar refurns, flight
plan inputs, and, to some degree, for thz wcapon status information inpuis.
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7. The decision makers of the SAGE system could be modeled in a homogenous
fashicn because of the similarity in the input information noise variables. That is,
each decision maker could be modeled by a decision delay and error variable(s).

8. Because of the probablistic nature of the noise variables, the matheinatical
modeling of the decision makers had to be probabilistic in two ways. First, the de-
cision error probabilities were developed by Bayesian formulations in most cases.
Second, the decision delays were modeled by Markov processes.

9. The Bayesian formuiation indicated that any higher echelon control of the
errors of the lowerechelon decision makers would require knowledge of the a priori
input information noise distributions and the conditional probability distributions of
these decision makers. When such statistics are unavailable, knowledge of the de-
cision makers' time delays in various noise conditions can be used for control.

10. The decision errors of each decision maker in the SACUE system were de-
veloped as functions of input information noise conditions and their information pro-
cessing time (decision time delays). Further systems analysis requires determina-
tion of the actual decision maker's time-error relationships for various noise con-
ditions on radar returns, flight plans, and weapon status information. Such relation-
ships are necessary for any optimization of a command and control system organi-
zational slructure. This was shown to be especially true in the SAGE system where
the system criterion was a function of both decision time delays and errors of each

decision maker.

11. Each decision maker in SAGE had two conflicting goals. The first was an
early decision. The second was an accurate decision on each frack. The determi-
nation of the optimum trade-offs between these goals was turther complicated by a
changing track pattern environment. This meant that the added decision of which
track or tracks to process affected these goals.

The Bayesian formulation stresced that there are only two kinds of losses
associated with the SAGE system: the failur: to intercept hostiles and the successfu!

resolved by relating both factors to these two losses, rather than by attemv ting to

associate losses with time or inaccuracy as such.

The Bayesian formulation showed that the time factor becomes related to
the losses assnciated with the weapons direction - interception node through the de-
fined probability density function of the coordinates of identified hostiles at the {ime
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such tracks initiate with the weapons director. This probability densitv, in turn,
influcnces the rate of loss of the system in an exceedingly complex rmanner which
must be determine¢ by siinulation of the interception process.

These problems suggest areas for futuve decisiontheory work 1o determine
the optimum time, error, and track order relationships in a changing track pattern
under various noise conditions. Such information pattern changing problems of the

environment, which complicate the decision processes, would be typical of a com-
mand and control system.

12. It was shown that direct and indirect relationships can exist between the
decision makers cf a command and control systcin. The errors of one decision
maker can directly afiect the errors of succeeding decision makers. In addition,

tiine delays may indirectly affect the errors of the decision makers due to time con-
straints.

In SAGE, the identification decision process may require additional time
due to noise conditions on a track. This time deiay decrcascd the time available
for weapon decision processes. If the track is hostile, this decreased time may re-
sult in ineffective weapon seiection and assignment (weapon errors).

TFurther study of such direct and indirect decision relationships throughout
command and control system arganizations is required.

Digraph and matrix analysis techniques app2ar to be promising. In SAGE,
such techniques were limited due to cyclic and various levels of relationships existing.
Further study should investigate methods of detectingcyclic relationships from known
direct relationships. In addition, methods of treating weak as well as strong in-
direct relationships between the decision makers must be determined.

13. The sensitivity analysis is the most difficult problem facing the mathemati-
cal analysis of commandand control systems. Before system orgainzational changes

can be made, the sensitivity of each decision maker's errors and delays to the s /s~
tem criterion must be developed.

It was shown in SAGE, that the following threc problems complicated such
sensitivity analysis: (1) Decision errors and delays must be treated in a probabilistic
manner; (2) Indirect relationshiss may complicate developing direct sensitivity re-
lationships to the syster. criterion; and (3) The complexity of the weapons assignment
functions directly affect the trac ¢pricrity functions and processingtimes of the other
decision makers in SA(3iT.
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The veport presented two modals which demonstirated the complexity of
such scnsitivity analy<is for relating errers and delays to the system criterion. One
model utilized Bayesian formulation: for developing the loss rate of the system due
to the errors of the decision makers. The other model utilized Markov precesses
for develcping processing requirement for the decision makers. The requirements
aasured that tracks entering the system would be processed and not delayed. The
luss [Lactions for such delays require further investigation of track priority func-
ticns. These can only be determined by further consideration of weapon assignment

models for the SAGE system.

14, Combinatorial or sequencing analysis appears to be a promising area for
futare modeling and analysis of the humandecision makingsequences which occur in
command and control systems. In the analysis oi the SAGE system, these analysis
techniques suggested methods by which to model the higher echelon on-line control
of the lower vchelon decision makers. The techniques ¢ iso ~uggested ways in which
to evaiuaic and reiate the sensitivities of the decision sequences of the numerous

decision makers to the syst¢m criterion.

FUTURE STUDY

Future modeling and analysis of command and control systems should be in the

following areas:

(1) Decision theory. Bayesianformuiations aie iiceded for the decision maker's
error and lime delay relationships under various input information noise

conditions and varying information patterns such as target raids.

(2) Digraph techniques. For development of systematic methods of detecting
indirect time delay and error relationships between the decision makers
from known direct relationships. These methods should give the system
analyst ways of detecting weak, strong, and cyclic relationships.

(3) Sensitivity analysis. For developing analysis techniques of relating the
sensiuvity of decision time delay anderror variables ui one decision maker
to the orher decision makers and finally to the system criterion. Simulation
techniques are a requirement in the SAGE system, but there are two dis-
tincily different types of simulations necessary. On the onc hand the sur-
veillance and identification functions, with their critical dependence on
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human factors, are nctamenable tc simulationby computer. If it were pos-
sible to define the logic of the human heings interms realizable on a com-
puter, wen ihe huinan beings would not be necessavy. Simulstion of the sur
veillance and identification nodes must contemplate recording the reactions
of these nodes to known tracks and noise conditions in ordzr to determine
the mathematical characteristics defined in the sensitivity analysis.

These factors are necessary as inputs to the simulation of the weapony
direction-interception node, which maybe carriedout on a computer, sineg
the dependence in this case on humanfactors is slight (assumingthat statis-
tical data on the results of interception has been gathered from comba
simulations). Since this node is the terminating point of SAGE, it can be
conveniently studied in isolationfrom the restof the system. These studiesf
should develop the decision time delay-error relationships of the weapos
selection and assignment functions.

(4) Combinatorial analysis. For modeling and analyzing the higher echelo
on-line control of the lower echelon decision making processes. Thes
analysis techniques should also complemnent the sensitivity analysis by eval
uating the decision sequences of the organization in an off-line analysiq
fashion. Such analysis would indicate optimum decision seyuences and als
decision time delays for gathering information.

Future combinations of combinatorial, sensitivity, and mathematica
programming analysis techniques should lead io methods of determining th
optimum allocation of information handling and decision functions amongth
decision makers in a command and control system organization.
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